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1. Introduction

For the purpose of centralized user provisioning FLEXCUBE is qualified with Oracle Identity Manager -
Oracle® Fusion Middleware 11g Release 2 (11.1.2.3.0). This feature is available in FLEXCUBE since the
release FCUBS V.UM 10.1.0.0.0.0.0.

1.1 Scope

This document provides an understanding as to how centralized provisioning through OIM can be
enabled for FCUBS.

In addition to providing a background to the various components of the deployment, this document

provides detailed steps as to how to install the various FCUBS components required for the integration
with OIM configuration in FCUBS and Oracle Identity Manager to enable centralized provisioning.

1.2 Introduction to Oracle Identity Manager

Oracle Identity Manager is an identity management product that automates user provisioning, identity
administration, and password management, integrated in a comprehensive workflow engine. It enables
organizations to reduce Information Technology (IT) administration costs and improve security. Oracle
identity manager achieves this by providing a centralized control mechanism to manage the entire life
cycle of user identities and entitlements and to control user access to across all resources in the
organization.

1.3 Advantage

Integrating FCUBS with Oracle identity Manager provides capability for managing the entire life cycle of
FCUBS user identities through a centralized point provided by OIM in both scenario- FCUBS without
single sign on and FCUBS with single sign on.
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2. Requirements / Problem Statement

The requirement is to integrate FCUBS with Oracle Identity Manager for FCUBS user provisioning and
de-provisioning services with and without FCUBS single sign on.
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3. Prerequisites

Software Required

Oracle® Fusion Middleware 11g Release 2 (11.1.2.3.0)

Refer Oracle Identity Manager Document for Installation and configuration of Oracle Identity Manager.

(=1 Oracle Identity and Access Management Configuration - Step 5 of 8 I e
ORACL
OIM Server £
FUSION MIDDLEWARE
¥ Wwelcome
1 . Ol Administrator Password: |......... |
et Components to Configure
/'T\
e Database i A 8
/T\ R S ] Confirm Password: |......... |
s WeblLogic Admin Server
1 OIM HTTP LUREL: |http:,.",."DfssEEDGD?.in.Dracle.com:14-30-3 |
it OIM Server
+ Configuration Summary 2IM External ErontEnd URL: | |
I
¢ Configuration Progress
i KeyStore Password: |......... |
i Configuration Complete
Confirm KeyStore Password: |......... |
[] Enable QM for Suite integration
Provide the keystore password. Valid passwords should be & to 30 characters | =
long. Must begin with an alphabetic character and should include atleast one
numeric value. Any of these special characters underscore (), dollar (%),
tilde{~), at{@), hyphen{-), plus{+), colon(), forward slash{/), curly braces{{},
square brackets{[]), and(&), question mark{?), dot), asterisk(™) or pound #) =
[«] [1»]
[tizin. | <Back || mext> || | wcenc=r

Note *: To get the Keystore Password in the above screen while configuring OIM Console, you should
have only Weblogic Admin Server, OIM Server and SOA Server in this OIM Domain. Based on that the
below keystore will be created with store password

<Domain_home>/config/fmwconfig/default-keystore.

e Oracle Internet Directory Connector 11.1.1.6.0
o Refer the below sections:
> Installation of Oracle Internet Directory Connector (Section 2.2.1.1, 2.2.1.2 & 2.3.1.1)

> Connector by default will be available with Oracle Identity and Access Management
Suite.

The path will be as follows :
<Oracle_Middleware>/<OIM_HOME>/connector/oid

For example:

Linux: /app/oracle/Middleware/Oracle_IDM1/connector/oid
Windows: C:\apps\oracle\Middleware\Oracle_IDM1\connector\oid
The above directory <oid> has to be copied into

<Oracle_Middleware>/<OIM_HOME>/server/ConnectorDefaultDirectory
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https://docs.oracle.com/cd/E52734_01/core/INOAM/oim.htm#INOAM75645
http://docs.oracle.com/cd/E22999_01/doc.111/e28603/deploy.htm#BIHIBDJC

> Configuring Oracle Identity Manager Design Console

3.2 FLEXCUBE Component Required

FLEXCUBE Gateway EJB
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https://docs.oracle.com/cd/E52734_01/core/INOAM/oim.htm#INOAM1217

4.1

4.1.1

4. System Description

About Oracle Identity Manager

Oracle Identity Manager is an identity management product that automates user provisioning, identity
administration, and password management, integrated in a comprehensive workflow engine. Key features
of Oracle Identity Manager include password management, workflow and policy management, identity
reconciliation, reporting and auditing, and extensibility through adapters.

Oracle ldentity Manager System Components

Oracle Identity Manager is built on an enterprise-class, modular architecture that is both open and
scalable. Each module plays a critical role in the overall functionality of the system:

Identity Administration

Identity administration includes creation and management of identities in Oracle Identity Manager.
Identities include users, organizations, and roles. Identity administration also enables password
management and user Oracle Identity Manager Self Service operations. Identity administration is
performed by using Oracle Identity Manager Administration and Oracle Identity Manager Self Service
Web clients, and the SPML Web service.

Provisioning

The provisioning transactions are assembled and modified in the provisioning module. This module
maintains the "who" and "what" of provisioning. User profiles, access policies, and resources are defined
in the provisioning module, as are business process workflows and business rules.

The Provisioning Server is the run-time engine for Oracle Identity Manager. It runs the provisioning
process transactions as defined through Oracle Identity Manager Administration and Oracle Identity
Manager Design Console and maintained within the provisioning module.

Audit and Reports

The audit and compliance functions include evaluating a person, organization, system, process, project,
or product. This occurs by capturing data generated by the suite's workflow, policy, and reconciliation
engines. By combining this data with identity data, an enterprise has all the information it requires to
address any identity and to access a related audit inquiry. Audits are performed to ascertain the validity
and reliability of information, and also provide an assessment of a system's internal control.

Reporting is the process of generating a formal document, which is created as a result of an audit. The
report is subsequently provided to a user, such as an individual, a group of persons, a company, a
government, or even the general public, as an assurance service so that the user can make decisions,
based on the results of the audit. An enterprise can create reports on both the history and the current
state of its provisioning environment. Some captured identity data includes user identity profile history,
role membership history, user resource access, and fine-grained entitlement history.

Reconciliation and Bulk Load

The reconciliation engine ensures consistency between the provisioning environment of Oracle Identity
Manager and Oracle Identity Manager managed resources within the organization. The reconciliation
engine discovers illegal accounts created outside Oracle Identity Manager. The reconciliation engine also
synchronizes business roles located inside and outside the provisioning system to ensure consistency.

If you want to load a large amount of data from other repositories in your organization into Oracle Identity
Manager, then you can use the Bulk Load utility. The Bulk Load utility reduces the downtime in loading
the data. In addition, Bulk Load utility import Oracle Identity Manager users, roles, role memberships, and
accounts provisioned to users.
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Common Services

Various services are grouped together that are shared and used by other Oracle Identity Manager
components. These services are:

Form Designer: A form that allows you to create process and resource object forms that do not come
packaged with Oracle Identity Manager.

Scheduler: A service that provides the capability to run specific jobs at specific schedules. This service
can be used by users, application developers, connector developer, and administrators to create and
configure a Job to be run at specified intervals. In addition, this service provides administrative
capabilities to manage the functionality of jobs and their schedules.

Notification Templates: A common notification service is used by other functional components to send
notifications to interested parties about events occurring in Oracle Identity Manager. In addition, this
service provides the administrative capabilities for notification template management. A notification
template is used for sending the outgoing notifications. These templates typically contain the variables
that refer to the available data to provide more contextual content.

System Properties: A system property is an entity that controls the configuration aspect of an
application. In addition, to the default system properties, you can create and manage system properties in
Oracle Identity Manager.

Deployment Manager: The Deployment Manager is a tool for exporting and importing Oracle Identity
Manager configurations. The Deployment Manager enables you to export the objects that make up your
Oracle Identity Manager configuration.

Workflow and Request Management

Various operations in Oracle Identity Manager cannot be performed directly. Instead, the operations must
be requested. The request management service provides a mechanism to create, approve, and manage
requests. A request is an entity created by the users or administrators who want to perform a specific
action, which requires a discretionary permission to be obtained from someone or some process before
the action can be performed. For example, a user can create a request to gain access to a laptop
computer, a manager can approve the request and create an open requisition, and an IT resource
administrator can approve the request.

The primary goal of a provisioning solution is to manage requests and provision resources. Request
service provides an abstraction layer on the Business Process Execution Language (BPEL) 11g workflow
engine. Functional components such as request, provisioning, and attestation interacts with the workflow
engine for human approvals. Request service caters to the various functional components in Oracle
Identity Manager by managing workflow instances and categories, and provides an abstraction layer on
BPEL.

Infrastructure and Middleware Integration

The Adapter Factory, Kernel Orchestration mechanism, Context Manager, and Plug-in Framework are
designed to eliminate the need for hard-coding integrations with these systems.

Connector Framework

The integration solution strategy of Oracle Identity Manager provides connectors to various
heterogeneous identity-aware IT systems. This strategy is designed to minimize custom development,
maximize the reuse of code, and reduce deployment time. The tiers of the integration solution are:

e Out-of-the box integration using predefined connectors and predefined generic technology
connector providers
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4.2

e Identity connectors that are designed to separate the implementation of an application from the
dependencies of the system that the application is attempting to connect to

e Connectors based on custom generic technology connector providers

e Custom connectors using the Adapter Factory

Following figure illustrates the system components of Oracle Identity Manager.

Presentation Tier Business Services Tier Data Tier
Identity Self Service SMPL APIs Identity Services Identity Store |
Identity System | - I Database |
Administration EJB APIs Integration Services
MDS ]
Design Console
Flatform Services Audit Database |
- :
] 1
Y Y
Middleware Tier
ADF Faces SOA Suite Scheduler Entitlement Server BIF Reports

Integration / Design Architecture

With the integration of FCUBS and Oracle Identity Manager, a user can be created, modified, closed, and
reopened in FCUBS. Oracle Identity Manager acts as the front-end entry point for managing mandatory
fields of FCUBS user. After users are provisioned, the users can access the FCUBS without any
interaction with Oracle Identity Manager. This integration also ensures that any change that has been
made for corresponding user in FCUBS should be reflected in OIM using reconciliation feature of OIM.

Design

For the purpose of integration of Oracle Identity manager and FCUBS “Generic technology connector”
(GTC) has been used. GTC provides out of box providers for provisioning and reconciliation.

Following two figures illustrate the design aspect of the provisioning and reconciliation process:
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4.2.1 Provisioning Design Architecture

Generic Connector FC UBS HTTP ‘ User
Handler PR
Oracle Identity Gateway Web
Manager
—
‘ OIM- | _|Gateway Gate Oracl

Svst FC UBS EJB L RLEE racle

¥s 9”; LDAP Connector Access
Administrato

\ Manager

e

FC UBS Pruvismning — Single Sign On essssss

LOAPR Provisioning — -

4.2.2 Reconciliation Design Architecture

Oracle ldentity  w—— L oiciiiicccccniaccccaaaaa-
Manager H

FC UBS EOD Activity —_—— - External Activity " "=eseeees

DIk Activity

4.2.3 Design Constraints

The followings are the design constraints for this integration:

This integration is based upon sample configuration containing only mandatory fields of FCUBS
user while defining the GTC. Other fields can be defined in the GTC using the same
configurations.

Due to specific data requirement for FCUBS user creation, only manual provisioning method can
be used for FCUBS provisioning.

User role is not taken up in this integration and the FCUBS user will not be associated with any
role at the time of user creation.

A common FCUBS maker id will be used for user creation that is maintained as property in a
property file.
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e OIM does not allow ASCII special characters e.g. ampersand, colon, braces etc. Apart from this,
OIM also does not allow multiple consecutive occurrences of some of special ASCII character

like underscore etc.

424 Message Flow

OIM-FCUBS adapter would transform the request from the OIM SPML/DSML to FCUBS Gateway
request using Extensible Style sheet Language Transformation (XSLT). Transformed XML request will be
sent to the FCUBS Gateway EJB for further processing based on the type of the request. Based on the
FCUBS Gateway EJB response OIM-FCUBS adapter will prepare the response in SPML/DSML format

and will send to the OIM.

Following gives the sequence of the message exchanges between the adapter and FCUBS Gateway EJB
for user provisioning that are initiated from OIM.

4.2.4.1 Message exchange sequence for User Creation

Oracle

OIM-

A 4

FCUBS

\ 4
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4.2.4.2 Message exchange sequence for User Field Modification/Set Password

Oracle OIM- FCUBS

A 4

A 4

A 4
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4.2.4.3 Message exchange sequence for User Delete/Suspend/Resume Request

Cracle Identity CO-FCTES FCTIEBS
Manager Adapter Crateway EJB
i Field Ivlodify request in Transform request
— SPMLDSHIL forraat N ——  into Gateway XL

o

I

Send request to get
Tser Full response

¥

User Full record as
Response

alt

[Fecord statns=Chen for Delete &
Suspend or Close for Resurme]

Feouest
|: Closef Open Fequest
m ZML

Prepare CloseiCOpen

-

¥

Response into Cateway
FMIL Format

Prepare resporse L
SPMLDEML

Frepare resporse in
SPML/DSML

 Fesponse in SPMLDSML format
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5.1

5.1.1
5111

51111

51112

51.113

5. Installation / Configuration

Environment Setup/Configurations

FLEXCUBE - OIM Integration environment setup requires
e OIM FLEXCUBE Adapter setup & configuration
e OIM setup

Note: This implementation document describes the installation and setup of OIM FLEXCUBE Adapter on
Oracle Fusion Middleware 11g Release 2 (11.1.2.3.0).

Enabling SSL for Weblogic and OIM Server
Self-Signed Certificate Creation

To enable SSL mode, Weblogic requires a keystore which contains private and trusted certificates. We
have to use the same version of JDK (which is used by Weblogic Domain), to create the keystore and
certificates, otherwise it may lead to many difficulties (suggested by Oracle Support).

Keytool utility available in Java JDK will be used to create Keystore. In command prompt set PATH to the

JDK\bin location. Follow the below steps to create keystore and self-signed certificates:Keystore Creation
Key Store Creation

keytool -genkey -keystore <keystore_name.jks> -alias <alias_name> -dname "CN=<hostname>,

OU=<0Organization Unit>, O=<Organization>, L=<Location>, ST=<State>, C=<Country_Code>" -keyalg

<Key Algorithm> -sigalg <Signature Algorithm> -keysize <key size> -validity <Number of Days> -
keypass <Private key Password> -storepass <Store Password>

For example:

keytool -genkey -keystore AdminFlexcubeKeyStore.jks -alias FlexcubeCert -dname
"CN=0fss00001.in.oracle.com, OU=0FSS, O=0FSS, L=Chennai, ST=TN, C=IN" -keyalg "RSA" -sigalg
"SHA1withRSA" -keysize 2048 -validity 3650 -keypass Password@123 -storepass Password@123

Note: CN=0fss00001.in.oracle.com is the Host Name of the weblogic server

Export Private key as Certificate

keytool -export -v -alias <alias_name> -file <export_certificate file_name_with_location.cer> -keystore
<keystore_name.jks> > -keypass <Private key Password> -storepass <Store Password>

For example:

keytool -export -v -alias FlexcubeCert -file AdminFlexcubeCert.cer -keystore AdminFlexcubeKeyStore.jks
-keypass Password@123 -storepass Password@123

Import as Trusted Certificate

keytool -import -v -trustcacerts -alias rootcacert -file <export_certificate_file_name_with_location.cer> -
keystore <keystore_name.jks> > -keypass <Private key Password> -storepass <Store Password>
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For example:

keytool -import -v -trustcacerts -alias rootcacert -file AdminFlexcubeCert.cer -keystore
AdminFlexcubeKeyStore.jks -keypass Password@123 -storepass Password@123

References: Oracle Support Articles (Article ID 1281035.1, Article ID 1218695.1), in case of Certificates
issued by the Trusted Authorities

5.1.1.2 Configuring Weblogic Console
After domain creation, follow the below steps to enable SSL in Weblogic Admin server, OIM Server and
SOA Server.

5.1.1.2.1 Select Admin Server to enable SSL options.

T = ———  ——

Change Center @ Home Log Out Preferences Record Help | Q Welcome, weblogic | Connected to: oim_domain
View changes and restarts Home > Summary of Servers

Configuration editing is enabled, Future Summary of Servers

changes will automatically be activated a5 you .

modify, add or delete items in this domain, Configuration | Contral

Domain Structure
A server is an instance of WebLogic Server that runs in its own Java Virtual Machine (JVM) and has its own configuration.

oim_domain =
-Emviranment This page summarizes each server that has been configured in the current WebLagic Server domain,
| i-Servers
~Clusters
~virtual Hosts Q
~-Migratzble Targets =
~Coherence Servers { Customize this table
~-Coherence Clusters
Machines Servers (Filtered - More Columns Exist)
“Work Managers
~-Startup and Shutdown Classes L New | | Clone | | Delete shoning 1to 30f 3 Previous | Next
“Deployments
[] | Hame & Cluster Machine State Health Listen Port
LoSecurity Bealms e
[C] | AdminServer{admin) I RUNNING ¥ oK 7001
How do L.. = ==
[T | oim_server1 RUNNING & 0K 24000
* Create Managed Servers [F] | soa_servert RUNMING @K 8001
* Clone Servers
New | | Clone | | Delete Showing 1to 30f 3 Previous | Next

* Delete Managed Servers

* Delete the Admiristration Server

® Start and stop servers

System Status a

Health of Running Servers

[ Fald()
[ cital@®
[ Cverloaded (0)
[ waming (@)
[

5.1.1.2.2  Follow the steps in General Tab as shown below:

1. Select SSL Listen Port Enabled, Client Cert Proxy Enabled, Weblogic Plug-In Enabled.
2. Click on Save.
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51.1.23

51124

UDomain Structure
iam_doenan

i servers
{--Chmters

ovirtual Hosts

- Migr alabie Targets
r-<Coherence Servers

Cenfigure default netwerk connections
Create and configure machines
Configure dusters

Start and stop servers

Configune WLDF diagnastic volme

System Status
Health of Running Servers

Faded {0}
Citical (0}
Overkiaded (3)
Werning (o)

-

Il.enenll Clister | Sarvwes | Keystores | S5 FederabonServices  Deployment | Mgrabion | Tunng | Overload | HealthMomtorng | Server Start Wb Services

U thes page to confligure general features of this verver such as defaull network communications.

View DL Tree €

Name:

{reonel
Cluster: (Standaione)
4] Uisten Address:

[¥] Lisken Port Enabled
Listen Port:

| 551 Listen Port Lnabled

SSL Listen Porl:

I Y4 clencertl'rmcvl:n-blen‘l

7001

Java Compiler:

Dlagnastic Volume:

¥ advanced

Wirtual Machine Names

iam_domain_AdminSe

An alpharumeric name for this server instance. More Infia. ..,

server can be reached through the default plar
More Info...

1505 1 bsten for

prasdes the chen

tions Tusted on this server that need

eally produced by
that the WIDF diagnentic valene sriting
tic modules. For examole, ths

tRecorder. More

cifies the name of the virtual machine

Follow the steps in Keystores Tab as shown below:

1. Click Change and select Keystores as Custom Identity and Custom Trust

2.

Click on Save

3. Note: Keystores as Custom Identity and Custom Trust is as suggested by Oracle Support Team

‘Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

iam_domain
EF-Environment

~Servers
--Clusters

~Virtual Hosts

i-Migratable Targets
~-Coherence Servers
~-Coherence Clusters
~Machines

~-Viork Managers

~-Startup and Shutdown Classes

~Deployments
[FH-Services
--Caryrity Realms

»

m

ORACLE WeblLogic Server® Administration Console

& Home LogOut Preferences [a] Record Help ‘ |a |

Home =Summary of Servers > AdminServer

Settings for AdminServer

Configuration | Protocols | Logging | Debug | Monitoring | Control | Deployments | Services | Security
General | Cluster | Services S5L | Federation Services | Deployment | Migration | Turing

Cancel

Keystores ensure the secure storage and management of private keys and trusted certificate authorities (CAs). This page lets you view and define various keystore configurations, These settings help

you to manage the security of message transmissions.

Keystores: Demo Identity and Demo Trust

Save | | Cancel

om Id
Demo Identity and Demo Trust

Welcome, weblogic | Connectzd to: iam_domain

Notes

Overload | Health Monitoring | Server Start  Web Services

Which configuration rules should be used for finding the server's identity and
trustkeystores?  More Info...

Health of Running Servers

[ Feled@
| citl()
[ Overloaded (0)
| Waming (0
I o

How do L. B
« Configure identity and trust

« Configure keystores

* SetupSsL

System Status =]

Follow the steps in Keystores Tab as shown below:

4. Enter Custom Identity Keystore and Custom Trust Keystore as same as the Keystore Name created
in step 5.1.1.1.1 with full path.
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5. Enter Custom Identity Keystore Type and Custom Trust Keystore Type as jks.

6. Enter Custom Identity Keystore Passphrase, Confirm Custom Identity Keystore Passphrase, Custom
Trust Keystore Passphrase and Confirm Custom Trust Keystore Passphrase as same as the Store
Password entered in step 5.1.1.1.1.

7. Click on Save.

CIRACLE Weblogie Server® Aamimissaton Cansls . @020 O

Change Center &) Home Log Out Preferences [22] Record Help Q Welcome, wehk,g-.c|cﬂmemd to: iam_domain

View changes and restarts Home >Summary of Servers > AdminServer

Configuration editing is enabled. Future Settings for AdminServer
changes will automatically be activated as you
modify, add or delete items in this domain. Configuration | Protocols | Logging | Debug | Monitorng | Control | Deployments | Services | Security | Motes

Domain Structure General | Cluster SErV\EES SSL | Federation Services | Deployment | Migration | Tuning = Overload | Health Monitoring | Server Start | Web Services
fam_domain

- Save

{~-Servers

»

+--Clusters Keystares ensure the secure storage and management of private keys and trusted certificate autharities {(CAs). This page lets you view and define various keystore configurations. These settings help
F--Virtual Hosts you to manage the security of message transmissions.

i~Migratable Targets
t--Coherence Servers
+-~Coherence Clusters Keystores: Custom Identity and Custom Trust| Change Wihich configuration rules should be used for finding the server's identity and
t--Machines trustkeystores?  More Info...

m

t--iork Managers

" L4 Tdentity - -
ISWND and Shutdown Classes fscratch/app/fmw115/0am1115/BaseKeyStore/AdminFlexcubeKeyStore. jks I
~-Deployments .
[}-Services Custom Identity Keystore: nFlexcubeKeyStore jk:

- Serrity Realms

—_— ) | SS— SRR ——
* Configure identty and trust Custom Identity Keystore Passphrase: The encrypted custom identity keystore's passphrase. If empty or nul, then
* Configure keystores the keystore will be opened without a passphrase.  More Info...
* SetupSsi

Confirm Custom Identity Keystore I I
System Status =l

Trust
Health of Running Servers

Custom Trust Keystore: nFlexcubeKeyStore jks
Faled (0)
Gritcal (0) Custom Trust Keystore Type: The type of the keystore. Generaly, thisis JKS. More Info...

Overloaded (0)

Warning (0)
Custom Trust Keystore Passphrase: The custom trustkeystore's passphrase, 1 ematy or nul, then the keystore
I o« (3) willbe apened without a passphrase.  More Info. .

Confirm Custom Trust Keystore

/scratch/app/fmw115/0am1115/BasekeyStore/AdminFlexcubekeyStore. jks

|

Save

5.1.1.2.5 Follow the steps in SSL Tab as shown below:

1. Enter Private Key Alias as same as the alias name entered in step 5.1.1.1.1.

2. Enter Private Key Passphrase and Confirm Private Key Passphrase as same as the Private Key
Password entered in step 5.1.1.1.1.

3. Change the Hostname Verification to None.
4. Use JSSE SSL option should be remain unchecked
5. Click on Save.
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5.1.1.2.6

5.1.1.2.7

Change Center
View changes and restarts

Configuration editing is enabled. Future

changes will automatically be activated as you

modify, add or delete items in this domain.

Domain Structure

iam_domain
EH-Environment

~-Servers

“-Clusters

~-Virtual Hosts

- Migratable Targets
~-Coherence Servers
~-Coherance Clusters

- Machines

~“Work Managers

~-Startup and Shutdown Classes
~Deployments

B1-Services

__Securty Realms

How do I... =]
« Configure identity and trust

+ SetupSSL

o Verify host name verification is enabled

+ Configure a custom host name verifier

» Configure two-way 551

System Status =]

Health of Running Servers

[ Failed(0)
[ itical (0)
[ overloaded (0)
[ waming (0}
I ok (2)

@ Home Log Out Preferences ecord Help Q Welcome, weblogic | Connected to: iam_domain

Hame =Summary of Servers >AdminServer
Settings for AdminServer
Configuration | Protocols | Logging | Debug | Monitoring | Control | Deployments | Services | Security | Notes

General | Cluster | Services | Keystores Federation Services | Deployment | Migration | Tuning | Overload | Health Monitoring | Server Start | Web Services

This page lets you view and define various Secure Sockets Layer (SSL) settings for this server instance, These settings help you to manage the security of message transmissions.

4] Identity and Trust Locations: Keystores| Change Indicates where S5L should find the server's identity (certificate and private
— key) as well as the server's trust (trusted Cas).  More Info...
Identity
Private Key Location: from Custom Identity Keystore

The keystore attribute that defines the location of the private key file. More

Info...

Private Key Alias: FlexcubsCert The keystore attribute that defines the string alias used to store and retrieve
the server's private key. More Info...

4] Private Key Passphrase: m The keystore attribute that defines the passphrase used to retrieve the

server's private key. More Info...

(F] Confirm Private Key Passphrase:

Certificate Location: from Custom Identity Keystore The keystore attribute that defines the location of the trusted
certificate.  More Info...
Trust
Trusted Certificate Authorities: from Custom Trust Keystore The keystore attribute that defines the location of the certificate
authorities.  More Info...
+ Advanced

& Hostname Verification: Specifies whether to ignore the installed implementation of the
weblogic.security. SSL Hostname Verifier interface (when this server is acting

as a dlient to another application server). More Info...

@Q Custom Hostname Verifier: The name of the class that implements the

weblogic.security.SSLHostnameVerfier interface.  More Info...

Export Key Lifespan: 500 Indicates the number of times WebLogic Server can use an exportable key
between a domestic server and an expartable client before generating a new
key. The more secure you want WebLogic Server to be, the fevrer times the
key should be used before generating a new key. More Info...

Use Server Certs. Sets whether the client should use the server certificates/key as the dient

Select OIM Server & SOA Server to enable SSL options and Repeat the steps performed in 5.1.1.2.2 to

5.1.1.2.5.

ORACLE WebLogic Sorver® Adrinisraton Consle B 00000 O

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add o delete items in this domain

Domain Structure

oim_domain

~Envirorment
\~servers
~-Clusters

~Virtual Hosts
igratable Targets
~Coherence Servers
~-Coherence Clusters
~Madhines

~Work Managers
~-Startup and Shutdown Classes
Deployments

Services

Seryrity Realms

n

How do L..

» Create Managed Servers
 Clone Servers

# Delete Managed Servers
 Delete the Administration Server
# Startand stop servers

& Home LogOut Preferences (=Y Welcnme,wehlngic|cunnected to: oim_domain

Home = Summary of Servers
Summary of Servers

Configuration | Control

A server is an instance of WebLogic Server that runs in its onn Java Virtusl Machine (VM) and has its onwn configuration.

This page summarizes each server that has been configured in the current Wablogic Server domain,

L]

B Customize this table

Servers (Filtered - More Columns Exist)

| New | [ Clone | [ Dekets Showing 1to 30f 3 Previous | Next
[] | Hame & Cluster HMachine State Health Listen Port

[ | Adminserver (admin) RUNNING # 0K 7001

[T | oim_server1 I RUNNING oK 24000

[] | soa_server1 RUNNING ¥ 0K 8001

| Mew | [Clone | [ Delete Showing 1to 30f 3 Previous | Next

System Status

Health of Running Servers

[ rFakd@
[ citwl(©@
[ Overloaded (0)
[ waming(@
I o5

Now the admin_server, oim_server and soa_server are SSL enabled. Restart all three servers.

5.1.2 Enabling SSL on GTC Connector Server

To have SSL enabled Provisioning Web Service in 5.1.5.23. We have to have a two way handshake
between GTC Connector Server and the Application Server, where FCUBSProvisioningAdService web

service deployed.
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5121

5122

51.2.3

Export the KeyStore Certificate in 5.1.1.1.1

keytool -export -alias <aliasname> -file <exportfilename> -keystore <keystorename> -storetype jks -
storepass <keystorepassword> -provider sun.security.provider.Sun

For Example:

keytool -export -alias FlexcubeCert -file webfile.cer -keystore FlexcubeKeyStore.jks -storetype jks -
storepass Password@123 -provider sun.security.provider.Sun

Import the Certificate to Xellarate Key Store
keytool -import -trustcacerts -alias <aliasname> -noprompt -keystore

<Domain_home>/config/fmwconfig/default-keystore.jks -file <importfilename> -storepass
<keystorepassword>

For Example:

keytool -import -trustcacerts -alias FlexcubeCert -noprompt -keystore
/app/Middleware/user_projects/domains/oim_domain/config/fmwconfig/default-keystore.jks -file
webfile.cer -storepass Password123

Note *: <Domain_home>/config/fmwconfig/default-keystore.jks will be the KeyStore Password while
configuring OIM Server. To have this feature, you should have only Weblogic Admin Server, OIM Server
and SOA Server in this OIM Domain.

=1 Oracle Identity and Access Management Configuration - Step 5 of 8 e

FUSION MIDDLEWARE

OIM Server

¥ Welcome
I . Ol Administrator Password: |--....... |
et Components to Configure
/'T\
e Database i A 8
/T\ R S ] Confirm Password: |......... |
s WeblLogic Admin Server
1 oI HTTP URL: |http:_."_."DfssEEDGD?.in.Dracle.com:14-30-3 |
it OIM Server
+ Configuration Summary 2IM External ErontEnd URL: | |
1
= Configuration Progress
H KeyStore Password: |......... |
Configuration Complete
Confirm KeyStore Password: |oo....... |
[] Enable GIM for Suite integration
Provide the keystore password. Valid passwords should be & to 30 characters | =
long. Must begin with an alphabetic character and should include atleast one
numeric value. Any of these special characters underscore (), dollar (%),
tilde{~), at{@&), hyphen{-), plus{+), colon(), forward slash{/, curly braces{{},
square brackets{[]), and(&), question mark{?), dot), asterisk(™) or pound #) =
[«] [1»]
[tizin. < Back || Mext = | | cancer

Export Xellarate KeyStore Certificate

keytool -export -alias xell -noprompt -keystore <Domain_home>/config/fmwconfig/default-keystore.jks -file
<xellexportfilename> -storetype jks -provider sun.security.provider.Sun

For Example:
keytool -export -alias xell -noprompt -keystore

/app/Middleware/user_projects/domains/oim_domain/config/fmwconfig/default-keystore.jks -file
xellcertificate.cer -storetype jks -provider sun.security.provider.Sun

5-6 ORACLE



5.1.2.4 Import the Xellarate Certificate to KeyStore Created in 5.1.1.1.1

5.1.3

keytool -import -alias <aliasname> -trustcacerts -file <xellimportfilename> -keystore <keystorename> -
storetype jks -storepass <keystorepassword> -provider sun.security.provider.Sun

For Example:

keytool -import -alias xellcertificate -trustcacerts -file xellcertificate.cer -keystore FlexcubeKeyStore.jks -
storetype jks -storepass Password@123 -provider sun.security.provider.Sun

Configuring SSL Mode in Oracle Internet Directory

To enable SSL for OID LDAP Server refer and follow the below steps.

Login to the Enterprise Manager Console of the domain, in which Oracle Internet Directory is associated.

HiFam~ | &, Topclogy
- 1} oidl @
Fl B Farm_base_domain Oracle Internet Directory v

[ Application Deployments Home
[ webLogic Domain
El [ Identity and Access Monitoring
(3] oam Control
oid1
Logs
[&] om
(@] ovd1
[ Metadata Repositories Port Usage
B3 Web Tier Administration
Security
Directory Services Manager
General Information

ORACLE Enterprise Manager 119 Fusion Middleware Control

Setupw Hepw LogOut

Logged in as weblogic| Host padsrini-pc
Page Refrashed Feb 15, 2013 4:35:59 PM 15T ()

Security

Failed Bind Cperations 0
Failed Super User Logins (1]
Sucessful Super User Logins (1]

Load
121 Total LDAP Connections
220 ‘Operations Completed
B5 ‘Operations in progress
Audit Palicy
Wallets

100

16:23

6:22
February 152013

1825 16:26 16:27 1628 16:29 16:30 16:31 18:32

M Server Response (ms)

M Total Operations

CPU Utiization (%)
M /Farm_base_domain/asinst_1/oid1
M padsrini-pc

Memory Utilization (%)
W /Farm_base_domain/asinst_1/oid1
M padsrini-pc

.
16:24 16:35 16:36

Table view

Click on Create Self-Signed Wallet.

ORACLE Enterprise Managar 11g Fusion Middlowars Contral

g - 7 oidl g
(] Cvache Interret Directory »

(2] Wbl ogie Diemain wallets

(0 ol
(&) om [§ create...
& et b
| Matadats Hepostores
£2] Wb Tier

A Walleliv a Keyvlore thal stores X, 509 oo ificates amd private keys in industry-standard, PRCS 212 format, To ceate & walet,
(3] cam ‘WaleL. To manage the cuntents of a walel, seiect a walel and dick Manage.

dick Create., To weate a wabel with & velfsigred certificate, dick Creabe Seif-Signed

Senp« Hepw  LogOut

Lugyed i as weblogic]Host padsrinip
Page Hafrashad Fah 15, 1021 T ds
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Enter the Details as below & Click on OK.

ORACLE Enterprise Manager 11g Fusion Middleware Control
Hiram~ | 4 Topology
=~ {+ oidle

53 Farm_base_domain [E5] Oradie Internet Directory =

Setpw Helpv LogOut

Logged in as weblogic|Host padsrini-pc

Page Refreshed Feb 15, 2013 4:40:45 PM IST 02
[ Application Deployments
[ WebLogic Domain Wallets > Create Self-Signed Wallet
= [ Identity and Access Create Self-Signed Wallet OK || Cancel
(S oam

A self signed wallet is nat signed by a well known CA. A self signed walletis not recommended in a production enviranment. The wallet name shauid be unique for @ given campanent, The walket type can b aute-login
or password-protected. Passwords, if specified, have a minmum length of eight characters, and contain alphabetic characters combined with rumeric or special characters. Autodogin wallet s an obfuscated form of

PKCS#12 wallet that provides PKI-based access to services and applications without requiring a password at runtime. Auto-ogin wallet don't need a password to madify, or delete the wallet. File system permissions
% oM provide the necessary security for Autodogin wallets.
ovd1

[ Metadata Repositories Self-Signed Wallet Details
[ web Tier

*wialletName | oidselfsigned

Autodogin

Add Self-Signed Certificate
Add 2 self-signed certificate that becomes part of the wallet.

* Common Mame | hostname. in.orade.com
Organizational Unit | oFss
Organization | Orade
City | Chennai
State (TN
Country | India [=]
Key Size | 2048 E

. Manage...
Click on 0 =

RACLE Enterprise Manager 11g Fusion Middleware Control

Setup» Helpw LogOut
Farm= | &, Topology
- 3 oidl @ Logged in 2= weblogic| Host padsrinipc
EE Farm_base_domain [Z] Oradle Intemnet Directory v Page Refrashed Feb 15, 2013 4:44:27 PM IsT 0
[ Application Deployments
) webLegic Domain Wallets
) £ Identity and Access A Wallet is & Keystore that stores X,509 certificates and private keys in industry-standard, PKCS #12 format, To create a wallet, dlick Create. To create a wallet with a self-signed certificate, dick Create Self-Signed
) oam Wallet. To manage the contents of a wallet, select a wallet and dick Manage.
& om Create... 3¢ Delete... [ Create Self-Signed Wallet... 1) Import.... |3 Export.... &a Manage....
&) ovdt Name Auto-ogin
[ Metadata Repositories s -
£ web Tier
Select the Trusted Certificate & Click on Export.
ORACLE Enterprise Manager 11g Fusion Middleware Control Setp - Hepw LogOut
EiFarm~ | & Topology
- ﬁ idl @ Logged in as weblogic|Host padsrini-pc
=] % Farm_base_domain [E3) Orade Internet Directory » Page Refreshed Feb 15, 2013 4:45:58 PM 15T £
[ Application Deployments
3 WebLogic Domain Wallets > Manage Certificates
B B3] Identity and Access Manage Certificates: oidselfsigned
(3] oam o generate a certificate sigring request (CSR), dick *Add Certiicate Request”. After you create a CSR, send it to your CA who willverify your identity and return the signed cer tficate. Ta import the CA signed
certificate or trusted cert, dick Import. You can only import the CA-signed certificate into the same wallet from which the CSR was generated,
& om
(@] ovd1 o Add Certificate Request | |y Import... ‘ Export... | 3@ Delete. .
[Z Metadata Repositories Subject Name Certificate Type Status KeySize  StartDate Expiration Date
£ Web Tier CN=padsrini-nc,0U=0F55,0=Cracle L=Chennai, 5T=TN,C=IN Certificate Request 2048
CN=padsrinipc, OU=OFSS, O=Oradle, L=Chennai, ST=TN, C=IN Certificate valid 2048 February 15, 2013 February 14, 2018
OU=Class 3 Public Primary Certification Authority, O="Verisign, Inc.", C=US Trusted Certificate  Valid 1024 January 29, 1996 August2, 2028
CN=GTE CyberTrust Global Root, OU="GTE CyberTrust Solutions, Inc.", O=GTE Corporation, C=US Trusted Certificate  Valid 1024 August 13, 1998 August 14, 2018
7 c=padsrini-pc, OU=OFSS, O=Orade, L=Chenna, ST=TN, C=IN Trusted Certificate Valid 2048 February 15, 2013 February 14, 2018
lass 2 Pubiic Primary Certification Authority, O="VeriSign, Inc.”, C=US Trusted Certificate  Valid 1024 January 25, 1996 August2, 2028
lass 1 Pubiic Primary Certification Authority, O="VeriSign, Inc.", C=US Trusted Certificate  Valid 1024 January 23, 1996 January 8, 2020
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Click Export Trusted Certificate and save the certificate file.

ORACLE Enterprise Manager 11g Fusion

ddleware Control Setup~ Help = Log Out
S3Fam~ | & Topoloay
B~ G oidlg Logged in as weblogic|Host padsrinipc
|2 8 Farm_base_domain Oradle Internet Directary + Page Refreshed Feb 15, 2013 4:45:58 PM IST 02
[23 Application Deployments
[ webLogic Domain Wallets > Manage Certificates
=l 3 Identity and Access Manage Certificates: o igned
) oam To generate a certificate signing request | Trusted Certificate certificate. To import the CA signed
certificate or trusted cert, dlick Impart. Y
The Trusted Certificate with Subject Name CN=padsrini-pc, OU=0FSS, O=Crade, L=Chennai, ST=TN, C=IN is shown
@] om below. You can cut and paste the entire textin the box from BEGIN CERTIFICATE to END CERTIFICATE to the intended
=] ovd1 o add certficate Request | 1T jocaon; or dick TExport Trusted Certificate * to export the certificate to a file, You may want to do this if another party
£ Metadata Repositories subject Name wants o trust your certficate drectly. Start Date Expiration Date
[ web Tier €N =padsrini-pc,0U=0FSS,0=0rg o RECIN CERTIFICATE-———— =
CN=padsrini-pc, OU=0FSS, O=0r MIIDODCCAI ELMARGA1UZBhMCSU4xCzATBgNVBAGTAL ROMARW 7 February 15, 2013 February 14, 2018
OU=Class 3 Public Primary Certific} DY DVQQE: i JbEUXDTALBGNVEASTBESCU1MuFDASBGNVERMT Jaruary 29, 1996 August2, 2028
CN=GTE CyberTrust Giobal Root, C3BnZHNyaWSpLXE]MBXDTEZMDT #NTA SNTHy NV o XDT E 4MDIxNDANTMYNVowY ] ELMARGAIUSERMG Auqust 13, 1993 August 14, 2018
2 T2l DVQQ! 5 RLBGNV a £
[ en=padsini-pc, OU=OFSS, 0=01 BASTRESGU1 MxF! T PLEBIMITEIS QEAMITR L February 15, 2013 February 14, 2018
OU=Class 2 Public Primary Certific} CQRCAGEAYTMDEOWS Ixe/THM]1un904 67 5%/ YHKL 1 Qrtzp Jaruary 29, 1996 August2, 2028
0OuU=Class 1 Public Primary Certific{ OT]cHxIorVHL FCTIxJy yCrCEI2PnpN]giBoxlKplids Jaruary 29, 1996 January 8, 2020
Nme N1 YP18WBED! 11%s¥kpuqT- 3
RedNUeT: 1wBoLl 1£uMz£31d88+Gy N3 ELge+ulE0SpIrdEta -
aL RK]SWRSEX1TBAX/ %7 1aKaRyYQIDAQRBMANCCSqES I63DREBBATAREIR
Export Trusted Certificate [ Close

Click on Server Properties.

ORACLE Enterprise Manager 11g Fusion Micdleware Control
Hirerm~ | & Topology

Setp v Helpw LogOut

- £ oidl @ Logged in as weblogic| Host padsrinipc
=1 B Farm_base_domain Qradle Internet Directory + Page Refreshed Feb 15, 2013 4:45:58 PM 15T U)
) Application Deployments Home
3 WebLogic Domain
B B3 Identity and Access Moritorin N isigned
[ oam 9 st (CSR), dick "Add Certificate Request”. After you create a CSR, send it to your CA who will verify your identity and return the signed certificate. To import the CA signed
Control *| You can only import the CA-signed certificate into the same wallet from which the CSR was generated.
= )
= - ,
& om
&) ovet Bjimport... | | Export.. 3§ Delete...
. Port Usage
(3 Metadata Repositories . . Certificate Type ~ Status  KeySize  StartDate Expiration Date
[ Web Tier Eke Ao Server Properties Certificate Request 2048
Security 4 Shared Properties Certificate Vaiid 2048 February 15, 2013 February 14, 2018
Directory Services Manager ¥ ", C=US Trusted Certificate  Valid 1024 January 29, 1996 August 2, 2028
Replication Management  [nc.”, O=GTE Corporation, C=US Trusted Certificate  Valid 1024 August13, 1988 August 14, 2018
General Information Turing and Sizing Trusted Certificate Valid 2048 February 15,2013 February 14, 2018
OU=Class 2 Public Primary Cerfication AUtarty, O="Versign, The. ", C=US Trusted Certificate  Valid 1024 January 29,1995 August2, 2023
©OU=Class 1Public Primary Certification Authority, O="VeriSign, Inc.”, C=US Trusted Certificate  Valid 1024 January 29,1995 January 8, 2020

Click on Change SSL Settings.

oRrRACLE 11g Fusian Cantrol Senpw Hebw LogOut
Firame | B Topsogy
B~ {3 oldl g Logoed i as weblagic| |45t padsrni-pe

H Farm_bave_doman (] Oradle Intarmet Diractory = Pags Refreshad P 15, 2003 4154107 P4 15T T3

1 [1) Apphcation Deployments
% ) Wbl agic Demain
=i [ Tdentity and fccess Server Properties |ty | Sy
(B cam General  Performance | SASL | Statstcs  Logong
(] by Server Mode | Read [ Write
% 3": ® Macmum ruember of eniries tn be retuned by a srarch 10000
ovd1
= i * Masomum eme alowed for a search to complete [ 3500
B Heie e SRR ot i i
anonymous Brd | Desalow except for Read Arcess an the root 0SE [ ]
& maam nsacton (sec) a
* bagnamum Mumber of Operations alowed in & Transacson o

Port Humbers

Hen €51 Peet | 3080

3151

Select the Wallet, SSL Authentication as Server Authentication, Cipher Suite, SSL Protocal Version as
below & Click on OK.
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ORACLE Enterprise Manager 11g Fusion Middleware Control
EiFarm~ | & Topology

Setpv Hepw LogOut

L_RSA_WITH_RC4_128_MDS5 ~
RSA_WITH_RC4_128_SHA

Cipher Suite - =
ASA_WITH_3DES_EDE_CBC_SHA| =

RSA_WITH_DES_CBC_SHA
[V]TLS_RSA_WITH_AES_128_CBC_SHA ~

* S5 Protocol ersion | Al -

(=R G oidlg Logged in as weblogic|Host padsrinipc
[l B Farm_base_domain Orade Internet Girectory + Page Refreshed Feb 15, 2013 4:55:50 PM 15T ()
) Application Deployments
[23 webLogic Domain (i) Information
(= ) Identity and Access All changes made in this page require a server restart to take effect.
(& oam SSL Configuration @ oK | | Cancel
oid1
om Enable SSL
(& ot Server Wallet Name £ gidseifsigned [ |
[ Metadata Repositories PSS ¢ cuired for no-auth mode butis needed in other modes.
Web Tier
8 ElAdvanced SSL 58 g
Server 551 properties
SSL Authentication | Server Authenticaton [+]
[]Al

Click on Apply.

ORACLE Enterprise Manager 11g Fusion Middieware Control

Hiram~ | & Topology
Sk 4 oid1l @

4 Farm_base_domain Oradke Internet Directory +
22 Applcation Deployments
[ WebLogic Domain

(@ Information
= [ 1dentity and Access @®

55L configuration updated for /Farm_base_domain/asinst_1/oid 1. Restart compenent for this change to be effective,

(@] oam
oid1
@] om N
Server Properties
ovd1 : =
£ Metodzta Repostories General | Performance | SASL | Statistics | Logging
[ Web Tier ServerMode |Read f Write [+
* Maximum number of entries to be returned by a search 10000
* Maximum time allowed for a search to complete (sec) 3600

Preserve Case of Required Attribute Name spedfied in Search Request [
Anonymous Bind | Disallow except for Read Access on the root DSE [ |

* Maximum time allowed in a Transaction (sec) 0
* Maximum Number of Operations allowed in a Transaction 0
Port Numbers
Non-SSL Port | 3060 Lo
SSLPort | 3131 i change 551 Settings

Setpv Helpw LogOut

Loggedin as weblogic|Host padsrini-pc.
Page Refreshed Feb 15, 2013 4:56:40 PM 15T ()

=

Apply || Revert

5.1.3.1 Import LDAP Server SSL Certificate into OIM Server

Import the Exported Certificate into wiserver_10.3/server/lib/DemoTrust.jks of OIM Server Domain

using the below command [Store Password is DemoTrustKeyStorePassPhrase |

keytool -import -keystore MW_HOME/wlserver_10.3/server/lib/DemoTrust.jks -file /Thome/testoc4j/OIM/globalv.crt -

storepass DemoTrustKeyStorePassPhrase

Restart Both OID & OIM Server.

5.1.4 OIM FLEXCUBE Adapter Setup

Prerequisite: Gateway EJB component

OIM FCUBS adapter consists of two web services:

o FCUBSLOVAdService : To fetch list of values from FCUBS Database
e FCUBSProvisioningAdService: To handle OIM’s request and response for user provisioning and

de-provisioning services. This web service requires FCUBS Gateway EJB either on same

Weblogic Application server or another. If it is on same Weblogic Application server then this web

service is deployed as child of Gateway EJB.
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OIM FCUBS adapter setup is all about deployment of these web services on Oracle Fusion Middleware
11g Release 2 (11.1.2.3.0).

5.1.4.1 Environment Setup

The following steps to be followed to do the initial environment setup for OIM FCUBS adapter
deployment:

5.1.4.1.1  Copy following folders from the FCUBS Software Release area
e <FCUBS Release Name>\ADAPTERS\OIM\FCUBSLOVAdService
e <FCUBS Release Name>\ADAPTERS\OIM\FCUBSProvisioningAdService
e <FCUBS Release Name>\ADAPTERS\OIM\setup

to local machine (say D:\OIM for WINDOWS or /home/kernel/OIM for UNIX).

Note: If Gateway EJB server and OIM server is on same system, then copy entire folder from FCUBS
software release area to local machine.

In this document SPMLADAPTER_INSTALL_DIR specifies the directory where adapter will be installed.
e.g.
For WINDOWS:
SPMLADAPTER_INSTALL_DIR=D:\
For UNIX:

SPMLADAPTER_INSTALL_DIR=/home/kernel/

OIM_SERVER_INSTALL_DIR specifies the OIM server installation directory (like
D:\Oracle\Middleware\weblogic\Oracle_IDM1 in windows or /Oracle/Middleware/weblogic/ Oracle_IDM1
in unix).

5.1.4.1.2 Create a Data source in WebLogic Server Version: 10.3.6.0.

[Refer Appendix 8.1 Data Source Creation]

5.1.4.1.3 Modify configuration files as below :
Edit <SPMLADAPTER_INSTALL_DIR>\OIM\FCUBSLOVAdService\src\webcontent\WEB-
INF\web.xml. This XML file shall have a similar section as the one shown below (Change the values
given in bold)
<resource-ref>
<res-ref-name>0IMLOVSQA</res-ref-name>
<res-type>javax.sqgl .DataSource</res-type>
<res-auth>Container</res-auth>
</resource-ref>
<env-entry>

<description>Property File Path</description>

<env-entry-name>propertyPath</env-entry-name>
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<env-entry-type>java. lang.String</env-entry-type>
<env-entry-value>D:/0IM/FCUBSLOVAdService/config/</env-entry-value>
</env-entry>

Edit resource-ref section: Mention the JNDI name of the Datasource created in Application server for
FLEXCUBE UBS Messaging Database Layer Instance at step 3 as res-ref-name.

Edit Property File Path: Give the absolute path for lookup_prop.xml as env-entry-value. Ideally, this file
is residing in < SPMLADAPTER_INSTALL_DIR>\OIM\FCUBSLOVAdService\config.

Note: Give “/” for at the end of the path. Also, note that as separator forward slash has been used instead
of backward.

Edit <SPMLADAPTER_INSTALL_DIR>\OIM\FCUBSLOVAdService\config\lookup_prop.xml. This XML
file shall have a similar section as the one shown below, (Change the values given in bold)

<l-- DataBase Connection -->
<add key="FCUBS_CON_POOLNAME"™ value="0IMLOVSQA"/>
<l-- DataBase Connection -->

<add key="LOGGER_PATH"
value="D:/0IM/FCUBSLOVAdService/config/lookup_logger.xml"/>

Edit FCUBS_CON_POOLNAME: Give the same Datasource JNDI name mentioned in above web.xml
for FLEXCUBE UBS Messaging Database Layer Instance.

Edit LOGGER_PATH: Give the logging configuration absolute path for lookup_logger.xml. This file is
residing in <SPMLADAPTER_INSTALL_DIR>\OIM\FCUBSLOVAdService\config folder.

Note: As separator use forward slash instead of backward slash.

Edit <SPMLADAPTER_INSTALL_DIR>\OIM\FCUBSLOVAdService\config\lookup_logger.xml. This
XML file shall have a similar section as the one shown below, (Change the values given in bold)

<add key="ADOIM.LOGGER.FPATH" value="D:/0IM/FCUBSLOVAdService/log/*"/>

ADOIM.LOGGER.FPATH: Give the absolute path where log files will be stored. It is recommended that
mention the following path <SPMLADAPTER_INSTALL_DIR>/OIM/FCUBSLOVAdService/log/

Note: As separator use forward slash instead of backward slash. Give “/” for at the end of the path.
Edit <SPMLADAPTER_INSTALL_DIR>\OIM\FCUBSProvisioningAdService\src\webcontent\WEB-

INF\web.xml. This XML file shall have a similar section as the one shown below (Change the values
given in bold)

<ejb-ref>
<ejb-ref-name>GWEJB_GW_EJB Bean</ejb-ref-name>
<ejb-ref-type>Session</ejb-ref-type>

<home>com.ofss.fcubs.gw.ejb.GWEIJBRemoteHome</home>
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<remote>com.ofss.fcubs.gw.ejb.GWEJBRemote</remote>
</ejb-ref>
<env-entry>
<description>Property File Path</description>
<env-entry-name>propertyPath</env-entry-name>
<env-entry-type>java. lang.String</env-entry-type>

<env-entry-value>D:/0IM/FCUBSProvisioningAdService/config/</env-
entry-value>

</env-entry>

Edit ejb-link: To refer Gateway EJB from the web service locally the reference of Gateway EJB has been
defined in this deployment descriptor file. Give the Gateway EJB name here as ejb-link, mentioned as
ejb-name in ejb-jar.xml deployment descriptor file of Gateway EJB.

Edit Property File Path: Give the absolute path for ADOIM_Prop.xml as env-entry-value. This file is
residing in <SPMLADAPTER_INSTALL_DIR>\OIM\FCUBSProvisioningAdService\config.

Note: Give “/” for at the end of the path. Also, note that as separator forward slash has been used
instead of backward.

Edit <SPMLADAPTER_INSTALL_DIR>\OIM\FCUBSLOVAdService\config\ADOIM_Prop.xml. This
XML file shall have a similar section as the one shown below, (Change the values given in bold)

<add key="GW_EJB_JNDI_NAME" value="
GWEJB#com.ofss.fcubs.gw.ejb.GWEJBRemote "/>

<add key="GW_EJB_CALL_TYPE" value="REMOTE"/>

<add key="GW_EJB_CTX_FACTORY"
value="weblogic. jndi.WLInitialContextFactory'/>

<add key="GW_EJB SERVER URL"™ value="t3s://localhost:7102"/>
<add key=""GW_EJB_SECURITY_PRINCIPAL" value=""/>
<add key=""GW_EJB SECURITY_CREDENTIALS" value=""'/>

Edit GW_EJB_JNDI_NAME: Give the Gateway EJB JNDI name.

Edit GW_EJB_CALL_TYPE: Give the LOCAL or REMOTE (must be in Upper Case) based on the way
EJB is to be referred from web service. If FCUBS Gateway EJB is deployed on same Weblogic
Application server then it should be REMOTE.

Edit GW_EJB_SERVER_URL: Give the application server URL where Gateway EJB is deployed.
Following are the parts that make this URL:

t3s://HostName:PortNumber

LY—H_jH’J
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Protocol Host Name Weblogic Port

Protocol: This should be t3s as in WebLogic application server.
Server URL: This should be the IP address or fully qualified computer name (i.e. <computer
name>.<domain>) of the system where the application server is running on which Gateway EJB has
been deployed.
Port: This should be the same as request port mentioned in domain.xml file.
Edit following section in the
<SPMLADAPTER_INSTALL_DIR>\OIM\FCUBSLOVAdService\config\ADOIM_Prop.xml file: (Change
the values given in bold )

<add key=""MAKER_ID" value="OIMUSER9"/>

<add key=""HEAD_ OFFICE" value="CHO"/>

<add key="REQ_SOURCE" value="'IDM"/>

<add key="UBS_OR_IS" value="FCUBS"/>

<add key="LOGGER_PATH"
value="D:/0IM/FCUBSProvisioningAdService/config/adoim_logger.xml"/>
<add key="FCUBS_SPML_ERROR_FILE"

value="D:/0IM/FCUBSProvisioningAdService/config/
FCUBS_SPML_ERROR.properties'/>

<add key="ADOIM_MSG_LOGGING_ENABLED" value="N"/>
<add key="ADOIM_MSG_LOGGING_PATH"

value="D:/0IM/FCUBSProvisioningAdService/log/"/>

Edit MAKER_ID: Give FCUBS user id that can serve as maker id for all OIM requests. Please ensure
that this id should be a valid user in FCUBS and should have rights for creating, authorizing and
modifying user.

Edit HEAD_OFFICE: Give the head office branch code.

Edit REQ_SOURCE: Give the external source hame. Please ensure that maintenance of this external
source has been done in FCUBS.

Edit UBS_OR_IS: Give the application name to which the user need to be provisioned. The value will be
either FCUBS or FCIS.

Edit LOGGER_PATH: Give the logging configuration absolute path for adoim_logger.xml. This file is
residing in <SPMLADAPTER_INSTALL_DIR>\OIM\FCUBSProvisioningAdService\config folder.
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Edit FCUBS_SPML_ERROR_FILE: Give the absolute path for fcubs_spml_error.properties. This file is
residing in < SPMLADAPTER_INSTALL_DIR>\OIM\FCUBSProvisioningAdService\config folder.

Edit ADOIM_MSG_LOGGING_ENABLED: Give 'Y’ if OIM request and response message is required to
be stored separately otherwise give ‘N”.

Edit ADOIM_MSG_LOGGING_PATH: Give the absolute path where OIM request-response will get
stored.

Note: As separator use forward slash instead of backward slash. Give “/” for at the end of the path.

Edit <SPMLADAPTER_INSTALL_DIR>\OIM\ FCUBSProvisioningAdService\config\adoim_logger.xml.
This XML file shall have a similar section as the one shown below, (Change the values given in bold)

<add key="ADOIM.LOGGER.FPATH" value="D:/OIM/FCUBSProvisioningAdService /log/"/>

Edit ADOIM.LOGGER.FPATH: Give the absolute path where log files will be stored. It is
recommended that mention the following path <SPMLADAPTER_INSTALL_DIR>/OIM/
FCUBSProvisioningAdService/log/

Note: As separator use forward slash instead of backward slash. Give “/” for at the end of the
path.

Remark: GW_EJB_SECURITY_PRINCIPAL & GW_EJB_SECURITY_CREDENTIALS can be update
using <SPMLADAPTER_INSTALL_DIR>\OIM\FCUBSProvisioningAdService\setup\ChangePassword.bat
or ChangePassword.sh

5.1.4.1.4 Building the Deployment Units for WINDOWS

5.1.4.1.41 Building FCUBSLOVAdService.ear

e Edit <SPMLADAPTER_INSTALL_DIR>\OIM\FCUBSLOVAdService\setup\WEBLOGIC\ build.xml
to set {server_home} entry to Weblogic Server installed directory

Eg: D:\Middleware\wlIserver_10.3

Open a DOS command-prompt and change directory to, D:\OIM\FCUBSLOVAdService\
Set PATH to JDK\bin and ANT\bin in the command prompt

Set JAVA_HOME

Change the directory to D:\OIM\FCUBSLOVAdService\setup\WEBLOGIC

To execute the build file, type “ant” on the command-prompt and press enter.

Above step creates an EAR file in D:\OIM\FCUBSLOVAdService\build with the name
FCUBSLOVAdService.ear

5.1.4.1.42 Building FCUBSProvisioningAdService.ear

e Edit <SPMLADAPTER_INSTALL_DIR>\OIM\FCUBSProvisioningAdService\setup\WEBLOGIC\build.xml t0 set
{server_home} and {JAVA_HOME} entry to Weblogic Server installed directory and JDK Installed
directory.

Eg: D:\Middleware\wliserver_10.3

C:\Program Files\java\jdk1.7.0_51

e Change directory to, D:\OIM\FCUBSProvisioningAdService\setup\WEBLOGIC
e To execute the build file, type “ant” on the command-prompt and press enter.
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Above step creates an EAR file in build D:\OIM\FCUBSProvisioningAdService folder with the name
FCUBSProvisioningAdService.ear

5.1.4.1.5 Building the Deployment Units for UNIX / Linux

5.1.4.15.1 Building FCUBSLOVAdService.ear

e Modify {server_home} entry in the build.xml to where Weblogic Server is installed ( for example
/home/kernel/Middleware/wlserver_10.3)

e Open a UNIX shell prompt and change directory to, /home/OIM/FCUBSLOVAdService
e Set PATH environment variable with JDK/bin path and ANT\bin path in the command prompt.

e Change the directory to
<SPMLADAPTER_INSTALL_DIR>/FCUBSLOVAdService/setup/WEBLOGIC

e To execute the build file, type “ant” on the shell prompt and press enter.

Above step creates an EAR file in /Thome/kernel/OIM/FCUBSLOVAdService/build folder with the name
FCUBSLOVAdService.ear

5.1.4.15.2 Building FCUBSProvisioningAdService.ear

o Edit
<SPMLADAPTER_INSTALL_DIR>/OIM/FCUBSProvisioningAdService/setup/WEBLOGIC/build.x
ml to set {server_home} entry to Weblogic Server installed directory

Eg: home/Oracle/Middleware/wlserver_10.3

home/java/jdk1.7.0_51

e Change directory to, /home/kernel/OIM/FCUBSProvisioningAdService/setup/WEBLOGIC
e To execute the build file, type “ant” on the command-prompt and press enter.

Above step creates an EAR file in /home/kernel/OIM/FCUBSProvisioningAdService/build folder with the
name FCUBSProvisioningAdService.ear
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5.1.4.2 Deployment
Deploy FCUBSLOVAdService

Login to Administrative Console

Enter Weblogic administrator username/password and press Login.

ORACLE
WebLogic Server® 11g

Administration Console

Welcome

Login to work with the WebLogic Server domain

|weblogic

Click on Deployments as shown in below screen.

ORACLE WebLogic Server® Adminisration Consals

ey @ Home LogOut Preferences [E] Record Help | [ & Welcome, weblogic ‘ Connected to: oim_domain
e el s e T Heme =Summary of Deployments
Configuration editing is enabled. Future Home Page
changes wil automaticaly be activated as you
modiy, add or delete items in this domain. - fon and
Domain Structure Helpful Tools General Information
R = Configure applications » Comman Administration Task Descriptions
= Configure GridLink for RAC Data Source = Read the documentation
» Recent Task Status m Ask a question on My Oradle Support
» Set your console preferences » Orade Guardian Overview

= Orade Enterprise Manager

~ Domain €
Domain Services Interoperability
» Domain o Messaging ® WTC Servers
= VS Servers # Jolt Connection Pools
Environment = Store-and-Forward Agents
+ Servers = M5 Modues Diagnostics
How do .. C] » Clusters = Path Services ® LogFiles
= Bridges i i
o Searchthe configuration + Virtual Hosts ® Diagnostic Modules
o Use the Change Center + Migratable Targets « Data Sources * Diagnostic Images
Persistent Stor
o Record WLST Seripts + Coherence Servers * Persistent Stores  RequestPerformance
+ Coherence Clusters & XML Registries  Archives
* Change Console preferences
+ Machines * XML Entity Caches & Context
 Manage Console extensions
+ Work Managers « Foreign INDI Providers ® SNMP
* Monitor servers
+ Startup And Shutdown Classes * Work Contexts
& jCoM
P —— =] i Charts and Graphs
Your Deployed Resources ® Mai Sessions o Monitoring Dashboard &
Health of Running Servers
« Deployments © FieT3
Failed (0) . TTA
Critical (3) Your Application’s Security Settings
Overioaded (0) + Security Realms
Warring (0)
I oK (2)
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Click on the Install as shown below.

ORACLE Weblogic Server® Administration Console

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatcally be actvated as you
modify, add or delete items in this domain.

Domain Structure
oim_domain
E-Environment
eployments
~Services
~Seaurity Realms
E-Interoperabiity
Bi-Diagnostics

How do L. ]

@ Instal an Enterprise application
® Configure an Enterprise application
» Update {redeploy) an Enterprise application

® Startand stop a deployed Enterprise
application

o Monitor the modules of an Enterprise
application

o Deploy EJB modules
« Install 3 Web application

System Status =]

Health of Running Servers

[ Faied(®)
[ ctical (0)
[ Overloaded (0)
[ waming(0)
N ok ()

&) Home Log Out Preferences [2] Record Help Q

Home »Summary of Deployments
Summary of Deployments

Control | Monitoring

This page displays st of Java EE applications and stand-alone applcation modules that have been installed to this domain, Installed applications and modules can be started, stopped, updated
{redeployed), or deleted from the domain by first selecting the appication name and using the contrals on this page.

Toinstal a new application or module for deployment to targets in this domain, cick the Instal buttan.

[ Customize this table

Deployments

Welcome, weblogic | Connected to: oim_domain

Showing 1 to 100f 90 Previous | Next

Install

[7] | name & State Health Type Deployment Order
[ | i orade. businesseditor(1.0,11.1.1.2.0) Active Library 100
[ | Wpsadf.orade.domain(1.0,11.1.1.2.0) Active Library 100
[ | WBsadf.oracle. domain.webapp(1.0,11.1.1.2.0) Active Library 100
[ | EAaAdapter Acive | ¥POK Resource Adapter 324
B [Bbabui Acive | 9POK Enterprise Application 313
B B composer Acive | 0K Enterprise Application 315
[7] | @Dbadapter Active @ oK Resource Adapter 322
B [FDefaultToDaTaskFlow Active & 0K Enterprise Application 314
] iDMS Application (11.1.1.1.0) Active & oK Web Application 5
= Active @ 0K Enterprise Application 400

Showing 1 to 10 0f 90 Previous | Next

The following screen is displayed.

a. Click on upload your file(s)

ORACLE Weblogic Server® Administration Console

Change Center
View changes and restarts
Configuration eiting is enabled. Future

changes wil automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

oim_domain -

nvironment
~Deployments
“Services

B-Messaging

~Data Sources
~~Persistent Stores
~-Foreign JNDI Providers
~-Work Contexts

““XML Registries

““XML Entity Caches
~-§COM

~Mail Sessions

~File T3 =

Howdo L. =

« Start and stop a deployed Enterprise
application

* Configure an Enterprise application
e Create a deployment pian
o Target an Enterprise application to a server

« Test the modules in an Enterprise application

{2 Home Log Out Preferences [24] Record Help ‘ Q
Home >Summary of Deplayments >Summary of JDBC Data Sources >Summary of Deployments

Install Application Assistant

Next | cancel

Locate deployment to install and prepare for deployment

Select the file path that represents the appiication root directory, archive fle, exploded archive drectory, or appication moduie descriptar that you want to install. You can also enter the path of

the application directory or file in the Path field.

Mote: Only valid file paths are displayed below. If you cannot find your deployment fil

confirm that your appiication contains the required deployment descriptors.

Path: 1123wl 1036/NN Iser_|

Recently Used Paths: {none)
Current Location:
i
(5 config
(3 servers
(S
(3 sysman

Next | | 7 | Cancel

ofss220223.n.oradle.com  scratch f app / 5501123 / wl1038 f N¥iddlenare f user_prajects f domains { oim_domain

im_domain

System Status =]

Health of Running Servers

I Faled (@
[ critical (@)
[ overoaded (0)
[ waming(@
el

Choose the enterprise archive file from the build path:

<SPMLADAPTER_INSTALL_DIR>\OIM\FCUBSLOVAdService\build\
a. Click on Next
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ORACLE Weblogic Server® Administration Consale

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain,

Domain Structure

oim_domain -

+H-Environment
t--Deployments

EServices

| B-Messaging

| t-Data Sources

| Persistent Stores

| —Foreign JNDI Providers
| Work Contexts

| XML Registries

| XML Entity Caches

~-§COM

~Mail Sessions

~File T3 =
How do L. g

o Startand stop a deployed Enterprise
application

& Configure an Enterprise application
+ Create a deployment plan
« Target an Enterprise application to a server

& Test the modules in an Enterprise application

System Status 8

Health of Running Servers

I Faled ()
[ citcal (@)
[ overloaded (0)
[ waming(@)
e

@) Home Log Out Preferences

Q

ummary of Deployments

Record Help

of Deployments >Summary of IDBC

Install Application Assistant

Back Nex\‘ s |Cancel

Upload a Deployment to the admin server

Click the Browse button below to select an application or moduie on the machine from which you are currently browsing, When you have lecated the fi, dlick th Next button to uplaad this
deployment to the Administration Server.

Deployment Archive: Jdapters\OIMFCUBSLOVAGSenice\buildFCUBISLOVAdSenice ear| Browse..

Upload a plan (this step is optional)

A deployment plan s a configuration which can supplement the descriptors included in the deployment ar chive. A deployment will work without a deployment plan, but you can also upload a
deployment pian archive now. This deployment plan archive wil be a directary of configuration information packaged as a Jjar file. See related links for additional information about deployment plans.

Browse..

Deployment Plan
Archive:

Back Cancel

Welcome, weblogic | Cornected to: oim_domain

Select the enterprises archive file FCUBSLOVAdService.ear
a. Click on Next

ORACLE WebLogic Server® Administration Console

Change Center
View changes and restarts
Configuration editing is enabled, Future

changes wil automatically be activated as you
moify, add o delete items in this domain

Domain Structure
oim_domain -

B-Environment
~Deployments

“services

“Messaging
~-Data Sources
-Persistent Stores
~Foreign JNDI Providers
~Work Contexts
XML Registries
~%ML Entity Caches
~-COM
~-Mail Sessions
~Fil= T3

How do L. =

« Startand stop a deployed Enterprise
application

+ Configure an Enterprise application

Create = deployment pian

Target an Enterprise application to a server

Test the modules in an Enterprise application

System Status =]
Health of Running Servers

R —
—

Falled (0)
Critical (0)
Overloaded (o)
Warning (0)
oK (2)

&) Home Log Out Preferences [2] Record Help

Welcome, weblogic ‘ Connected to:
Hame »Summary of Deployments »Summary of JDBC Data Sources »Summary of Deployments
Messages

o The file FCUBSLOVAGService. ear has been uploaded successfully to /saratch/app/sso1123/wl

MMiddieware user_proje s foim_domainservers/Adminsrver /upload

Install Application Assistant

Next | | ©

s | Cancel

Locate deployment to install and prepare for deployment

Select the file path that represents the application roat directory, archive file, exploded archive directory, or application moduie descriptor that you want to install. You can also enter the path of
the applcation drectory or file in the Path field.

Note: Orly vald fie paths are displayed below. 1f you cannot find your deployment files, upload your file(s) andfor confirm that your application contains the required deployment descriptars.

Path: /scr

h/app/ss01123/wl1036/NMiddl ts/domains/oim_dy s/AdminSenver/upload/FCUBSLOVAdSenice ¢

user_proj
Recently Used Paths: (none)

Current Location: ofss220223.n.0radle.com fscratch / app /5501123 /w1036 / NMiddieware [ user_prajects f domains / oim_demain / servers f AdminServer f upload

B reussLovadservice.car

Finis| Cancel

The following screen

is displayed.

a. Select — Install this deployment as an application.

b. Click on Next.
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ORACLE WenLogin Sarvar® raminsraion Gon R o

Change Center & Home Log Out Preferences [22] Record Help =Y Welcome, weblogic ‘ Connected to: oim_domain
View changes and restarts Home >Summary of Deployments >Summary of JDEC Dats Sources >Summary of Deployments
Configuration editing is enabled. Future Install Application Assistant
changes wil automatically be activated as you
modify, add or delete items in this domain. = ‘ - | ==
Domain Structure a taroeting style
cim_domain
BH-Environment Targets are the servers, clusters, and virtual hosts on which this deployment wil run, There are several ways you can target an application.
i~ Deployments
“H-Services Install this deployment as an application
| BtMessaging
i DataSources The application and its components will be targeted to the same locations. This is the most common usage.
| Persistent Stores
| rForeign DI Providers -
! Install this deployment as a library
| FWork Contexts
| XML Registries
| b-XML Entity Caches Application libraries are deployments that are available for other deployments to share. Libraries should be available on all of the targets running their referending applications.
| -jcom
| {Mail Sessions Beck | | Hex ‘ - | Lancel
i ioFleT3 -
How do L. =

o Start and stop 2 deployed Enterprise
application

« Configure an Enterprise application
e Create a deployment pian
o Target an Enterprise application to a server

« Test the modules in an Enterprise application

System Status =]
Health of Running Servers

I Faled (@
[ critial (@)
[ overoaded (0)
[ waming(@
el

The following screen is displayed.

a. Select the Application Server Instance in which the FCUBSLOVAdService needs to be
deployed.

b. Click on Next.

ORACLE Wabkogie Server® rammaretor coneo 0 o]

Change Center &) Home Log Out Preferences [&] Record Help Q Welcome, weblogic ‘ Connected to: oim_domain
e T sa T =S Home »Summary of Deployments Summary of IDBC Data Sources >Summary of Deployments
Configuration editing is enabled. Future Install Application Assistant
changes will automatcally be actvated as you
modify, add or delete items in this domain. o= [ | . ‘ =
Domain Structure seloct deployment ta
oim_domain -
Ervironment = Select the servers andjor clusters to which you want to deploy this application. (You can reconfigure deployment targets later).
~Deployments Available targets for FCUBSLOVAdService :
“Services
B-Messaging
~Data Sources oo
i—-Persistent Stores
“Foreign JNDI Praviders [ AdminServer
~Work Contexts
~¥ML Registries 1
~"XML Entity Caches
~—jCOM
~Ma Sessions
—File T3 = [ soa_server1
How do L. 8
& Startand stop a deployed Entsrprise |iBack) (iCanced,|
application
# Configure an Enterprise application

+ Create a deployment plan
 Target an Enterprise application to a server
 Test the modules in an Enterprise appication

System Status B

Health of Runring Servers

I Faed(®
I critcal (0)
[ Overloaded (0)
[ Waming (@
e
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The following screen is displayed.
b. Click on Finish.

ORACLE WebLogic Server® Administration Console

Change Center 2 Home LogOut Preferences (2] Record Help Q

Heme »Summary of Deployments =Summary of JDBC Dat:

View changes and restarts css =Summary of Deployments

Configuration editing is enabled. Future
changes wil automateally be activated as you

macify, add or delete items in this domain. Eack | et | cancel

Install Application Assistant

Domain Structure Optional Settings

oim_domain
B Environment You can modify these settings or accept the defauits
~-Deployments General
i
" w 2
-Messaging What do you want to name this deployment?

~Data Sources Name:

-~ Persistent Stores me: FCUBSLOVAdSenice

~Foreign JNDI Providers .

~Wark Contexts Security

XML Registries What security model do you want to use with this application?

XML Entity Caches

icomM @ DD Only: Use only roles and policies that are defined in the deployment descriptors.

~Mail Sessions h

~-File T3

. g ) Custom Roles: Use roles that are defined in the Administration Console; use policies that are defined in the deployment descriptor.
How do L..
. SW‘t a:d stop & deployed Enterpris () Custom Roles and Policies: Use only roles and policies that are defined in the Administration Console.

appiication

» Configure an Enterprise application
+ Craste a deployment pan () Advanced: Use a custom model that you h on the realm" ion page.
* Target an Enterprise application to a server Source accessibility

* Test the modulesin an Enterprise appication How should the source files be made accessible?

System Status = @ Use the defaults defined by the deployment’s targets

Health of Running Servers
Recommended selection,
| Failed (0)

| Critical (0)
Overloaded (0)
[ Warning (0)

() Copy this application onto every target for me

During deployment, the files will be copied automatically to the managed servers to which the application is targeted.

I ok () ) Twill make the deployment accessible from the following location

Location: /scratch/app/sso1123/wl1036/NMiddleware/user_projects:

Deploy FCUBSProvisioningAdService

Welcome, weblogic ‘ Comnectzd to: oim_domain

If the GW_EJB_CALL_TYPE is set as REMOTE in the ADOIM_Prop.xml then follow the same step as
above (Section 5.1.4.2.1) to deploy the FCUBSProvisioningAdService web service with following changes

e Select the ear file from the path <SPMLADAPTER_INSTALL_DIR>\OIM\
FCUBSProvisioningAdService\build\FCUBSProvisioningAdService.ear

e Give the application name as FCUBSProvisioningAdService.

If the GW_EJB_CALL_TYPE is set as REMOTE in the ADOIM_Prop.xml, follow the below steps

The following screen is displayed.

1. Make sure that Gateway EJB bean has been deployed there as shown in below screen shot.
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ORACLE Weblogic Server® Administration Console

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

Welcome, weblogic ‘ Connected to

& Home LogOut Preferences Record Help

_doms

Home >Summary of Deployments >Summary of JDBC Data Sources >Summary of Deployments >GWEIB »Summary of Deploymants >GWEJR >Summary of JDBC Dt Sources >Summary of Deployments

Summary of Deployments

Control | Monitoring

aim._domain & This page displays a list of Java EE applications and stand-alone application mocules that have been installed to this domain. Instaled applications and modules can be started, stopped, updated
i = (redeployed), or deleted from the domain by first selecting the application name and using the controls on this page.
B-Environment
~Deployments To install a new application or module for deployment to targets in this domain, dick the Install button.
rvi
*-Messaging
~-Data Sources ¥ Customize this table
--Persistent Stores
--Foreign JNDI Providers Deployments
~Work Contexts
XML Registries L Install Showing 11 to 200f 32 Previous | Next
~-XML Entity Caches
~jcom [] | Mame & State Health | Tyy ] ploy Order
- Mal Sessions Sort table by Type
~File T3 5 [ | ifyemai Active Library 100
=]
How do T... [ | wyemas Active Library 100
e Install an Enterprise application
emcore Acti Lib 100
® Configure an Enterprise application o[ ctve orary
® Update (redeploy) an Enterprise application & RFcussLovadservice o o 0K Enterprise Application .
® Startand stop a deployed Enterprise
application [F] | @Fileadapter Active & oK Resource Adapter 321
® Monitor the modules of an Enterprise
application ] ERFMw Welcome Page Application (11.1.0.0.0) Active ¥ oK Enterprise Application 5
o Deploy EJB modules
s Install & Web application [ | @FtrAdapter Active ¥ oK Resource Adapter 325
—
B [REE Active ¥ oK Enterprise Application 100
System Status =]
Health of Running Servers = Modules
Failed (0) {$jGW_FI8_Bean.jar EI6 Module
Critical (0) SEms
Overloaded (0) I GWEIB_GW_EB_Bean EB
Warning (0) —
I oK (3) [l Web Services
Naoe to displa,

Refer 5.1.4.2.1 to know more about the deployment steps.

2. Choose the enterprise archive file Path from the build path:

<SPMLADAPTER_INSTALL_DIR>\OIM\FCUBSProvisioningAdService\build\

3. Select the enterprises archive file FCUBSProvisioningAdService.ear

4. Click on Finish.

ORACLE WebLogic Server® Administration Console

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes wil automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

oim_domain -
B+H-Environment

“Deployments

-Services

[BF-Messaging

~Work Contexts

XML Registries

ML Entity Caches
~JCOM

~Mail Sessions
~-Fila T3

al [g

How do L..

e Start and stop 2 deployed Enterprise
application

Configure an Enterprise application

Create a deployment plan

Target an Enterprise application to a server

Test the modules in an Enterprise application

System Status =

Health of Running Servers

[ Faled(®
I critieal ()
[ Overloaded (0)
I waming (@
I x (3

@ Home Log Out Preferences Welcnme,wehlugic‘cnnnechedm

Record Help

m_domain
Hame >Summary of Deployments »Summary of JDBC Data Sources »Summary of Deployments >G

EJ8 »Summary of Deployments >GWEJB >Summary of JDEG Data Scurces >Summary of Deployments

Install Application Assistant

Back | | Next Cancel

‘Optional Settings
You can modify these settings or accept the defaults
General

What do you want to name this deployment?

FCUBSProvisioningAdSenvice
Security

What security model do you want to use with this applcation?

DD Only: Use only roles and policies that are defined in the deployment descriptors.

Custom Roles: Use roles that are defined in the Administration Console; use policies that are defined in the deployment descriptor.

Custom Roles and Policies: Use only roles and policies that are defined in the Administration Console.

Advanced: Use a custom model that you h; the realm’: i

page.
Source accessibility

How should the source files be made accessible?

Use the defaults defined by the deployment's targets

Recommended selection.

Copy this application onto every target for me

During deployment, the files will be copied automatically to the managed servers to which the application is targeted.

1will make the deployment accessible from the following location

pp: 1123/wl1036/ _projects:
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5.1.5 Build GWEJB

To execute the FCUBS Installer for GWEJB build following folder/files should be created/copied at
\ADAPTERS\OIM\FCUBSGW along with the compiled sources.

e MAIN (Blank folder)
e FCHome.ini (copy from OSDC sources, file will be present at parallel to ADAPTERS folder)

After this GWEJB ear can be build with the source location as \ADAPTERS\OIM\FCUBSGW .
For GWEJB build kindly refer the doc Gateway EAR_Building.doc .

Deploy the created GWEJB ear in OIM server.

5.1.6 OIM Setup
Prerequisite: Oracle Identity Server & Oracle Design Console.
OIM side setup should be done on the system where OIM server is running. This setup includes

Java code deployment of OIM’s pre-populate adapter, entity adapter and schedule task & importing
integration specific configuration files into OIM.
The following steps to be followed to do the initial environment setup:

5.1.6.1 Copy following folders from the FCUBS Software Release area

e <FCUBS Release Name>\ADAPTERS\OIM\OIM-Config
e <FCUBS RELEASE NAME>\ADAPTERS\OIM\setup

to local machine (say D:\OIM for WINDOWS or /home/kernel/OIM for UNIX).
5.1.6.2 Building the Lookup Search Scheduled Task deployment units for WINDOWS.

e Change directory to, D:\OIM\OIM-Config\Sch-Task\setup

e Modify the OIM_SERVER_INSTALL_DIR entry in the build.xml to where OIM Server is installed (
for example D:\Oracle\Middleware\weblogic\Oracle_IDM1) and JAVA_HOME entry.

¢ Inthe below section of build.xml change the WSDL location hosthame and port.
<exec executable="${JAVA_HOME}/bin/wsimport">

<arg line="-keep -p com.iflex.fcubs.integration.oim.ws.client http://
<hostname>:<port>/FCUBSLOVAdService/FCUBSLOVAdServiceSEI?WSDL"/>

</exec>

e To execute the build file, type “ant” on the command-prompt and press enter.
Above step creates a JAR file in D:\OIM\OIM-Config\Sch-Task\build\ FCUBSLOVSchTask folder with
the name FCUBSLOVSchTask.Jar

e Copy this FCUBSLOVSchTask.Jar to the <OIM_SERVER_INSTALL_DIR>\server\ScheduleTask
folder and <OIM_SERVER_INSTALL_DIR>\server\apps\oim.ear\APP-INF\lib

5.1.6.3 Building the Lookup Search Scheduled Task deployment units for UNIX

e Change directory to /home/kernel/OIM/OIM-Config/Sch-Task/setup

e Modify the OIM_SERVER_INSTALL_DIR entry in the build.xml to where OIM Server is installed (
for example /Oracle/Middleware/weblogic/Oracle_IDM1 ) and JAVA_HOME entry.

¢ Inthe below section of build.xml change the WSDL location hosthame and port.
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<exec executable="${JAVA_HOME}/bin/wsimport">

<arg line="-keep -p com.iflex.fcubs.integration.oim.ws.client
http://<hostname>:<port>/FCUBSLOVAdService/FCUBSLOVAdServiceSEI?WSDL"/>

</exec>

e To execute the build file, type “ant” on the shell and press enter.

Above step creates a JAR file in /Thome/kernel/OIM/OIM-Config/Sch-Task/build/FCUBSLOVSchTask
folder with the name FCUBSLOVSchTask.Jar

e Copy this FCUBSLOVSchTask.Jar to the <OIM_SERVER_INSTALL_DIR>/server/ScheduleTask
folder and <OIM_SERVER_INSTALL_DIR>/server/apps/oim.ear/APP-INF/lib

5.1.6.4 Deployment of Pre-population Adapters

Below Steps will be valid In case of different name used to create the form in 5.1.5.35

e Change the directory to

<AdapterSource>/OIM/OIM-Config/PrePopulateAdapter

e Edit the plugin.xml and update the FlexcubeForm into the form name entered in 5.1.5.35
<?xml version="1.0" encoding="UTF-8" ?>
<oimplugins xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<plugins pluginpoint="oracle.iam.request.plugins.PrePopulationAdapter">
<plugin pluginclass="com.oracle.oim.utility.eventhandler.User|DPrepopulateAdapter" version="1.0"
name="UserIDPrepopulateAdapter">
<metadata name="PrePopulationAdapater">
<value>FlexcubeForm::USERID</value>
</metadata>
</plugin>
<plugin pluginclass="com.oracle.oim.utility.eventhandler.UserNamePrepopulateAdapter” version="1.0""
name="UserNamePrepopulateAdapter">
<metadata name="PrePopulationAdapater">
<value>FlexcubeForm::USERNAME</value>
</metadata>
</plugin>
<plugin pluginclass="com.oracle.oim.utility.eventhandler.UserPasswordPrepopulateAdapter" version="1.0"
name="UserPasswordPrepopulateAdapter">
<metadata name="PrePopulationAdapater">

<value>FlexcubeForm::USERPASSWORD</value>
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</metadata>
</plugin>
<plugin pluginclass="com.oracle.oim.utility.eventhandler.EmailPrepopulateAdapter" version="1.0"
name="EmailPrepopulateAdapter">
<metadata name="PrePopulationAdapater">
<value>FlexcubeForm::EMAIL</value>
</metadata>
</plugin>
<plugin pluginclass="com.oracle.oim.utility.eventhandler.LdapUserPrepopulateAdapter" version="1.0"
name="LdapUserPrepopulateAdapter">
<metadata name="PrePopulationAdapater">
<value>FlexcubeForm::LDAPUSR</value>
</metadata>
</plugin>
<plugin pluginclass="com.oracle.oim.utility.eventhandler.StartDatePrepopulateAdapter" version="1.0"
name="StartDatePrepopulateAdapter">
<metadata name="PrePopulationAdapater">
<value>FlexcubeForm::STARTDATE</value>
</metadata>
</plugin>
</plugins>
<plugins pluginpoint="oracle.iam.platform.kernel.spi.EventHandler">
<plugin pluginclass="com.oracle.oim.utility.eventhandler.UserPasswordPreProcessHandler" version="1.0"
name="UserPasswordPreProcessHandler"></plugin>
</plugins>
</oimplugins>
e Change the directory to

<AdapterSource>/OIM/OIM-Config/PrePopulateAdapter /setup

e Modify the OIM_SERVER_INSTALL_DIR entry in the build.xml to where OIM Server is installed (
for example D:\Oracle\Middleware\weblogic\Oracle_IDM1) and JAVA_HOME entry

e To execute the build file, type “ant” on the shell and press enter.

Above step creates a zip file in <AdapterSource>/OIM/OIM-Config/PrePopulateAdapter/build/ folder
with the name prepopulateadapter.zip

e Copy the <AdapterSource>/OIM/OIM-Config/PrePopulateAdapter/build/prepopulateadapter.zip
into <OIM_SERVER_INSTALL_DIR>/server/plugins/
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To

<OIM_SERVER_INSTALL_DIR>/server/plugin_utility/ant.properties should be changed from

IR R NIRRT R R TR BT NI N TN TN TR NIRRT R TR TR TR TR T BT T R BTN NI TN TN TR TN TR TR TR TR TR TR IO TN NI U T NI I N TN TR TR TN TR TRTRTR IO
HHHHHHH R

## The installation directory for WLS or WAS

IR NIRRT R TR TR BT T I N T I N TN TN TR R TN TR NI R TR TR TR T BT T R BT NI N TN TN TR TR TR TR TR TR IO T NI U TN TN TN TN TN TR TR TN TR TN TRTRTOT]
HHHHHHH R

#wls.home=@wls_home

#was.home=@was_home

g g
HHHHHHH R

# The OIM server directory for OIM. For example: MW_HOME/Oracle_IDM1/server

g g
HHHHHHH R

#oim.home@oim_home

g
HHHHHHH R

#login file name with path for WAS or WLS
HHHHHHEH
#login.config=${oim.home}/config/authwl.conf

#login.config=${oim.home}/config/authws.conf

HHHHHHEH
# Represents the directory where Oracle Fusion Middleware is installed.
HHHHHHEH

#mw.home=@mw_home

IR R NIRRT R R TR BT NI NTN TN TN TR TR TN TR TR TR TR TR TR T BT T R BTN NI TN N TR TN TR TR TR TR TR TR U TNIR IO TN TN TN TN TR TR TN TR TN TR TR IO
HHHHHHH R

## The installation directory for WLS or WAS

BHH R R R

wls.home=<Installation_DIR>/Middleware/wlserver_10.3

#was.home=@was_home

IR NIRRT NIRRT BTN IR TN TR TR TR IR TR TR TR TR TR TR TR TR T R BT NI TN N TN TN TR TR TR TR TR TR TR TN NI U TN N TN I N TN TR TR TN NIRRT RTOT]
HHHHHHH R H

# The OIM server directory for OIM. For example: MW_HOME/Oracle_IDM1/server
BHHHH R R R R

oim.home=<OIM_INSTALLATION_DIR>/server/
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BHHHH R R R R R
#login file name with path for WAS or WLS

BHHHH R R R R
login.config=${oim.home}/config/authwl.conf

#login.config=${oim.home}/config/authws.conf

HHHHHHEH R
# Represents the directory where Oracle Fusion Middleware is installed.
HHHHHHEH

mw.home=<Installation_DIR>/Middleware

e Setthe ANT_HOME & JAVA_HOME

e In Command Prompt / SHELL type the below command and Press Enter
e ant-f pluginregistration.xml register

e Following Information has to be provided

> OIM Admin User — xelsysadm

> OIM Admin User — Password

> OIM Admin server URL : t3://hostname:portname
> Full path of adapter which needs to be imported

<OIM_SERVER_INSTALL_DIR>/server/plugins/prepopulateadapter.zip
e Result will be displayed like

Plugin com.oracle.oim.utility.eventhandler.LdapUserPrepopulateAdapter version 1.0 Registered
Plugin com.oracle.oim.utility.eventhandler.UserlDPrepopulateAdapter version 1.0 Registered

Plugin com.oracle.oim.utility.eventhandler.StartDatePrepopulateAdapter version 1.0 Registered
Plugin com.oracle.oim.utility.eventhandler.UserNamePrepopulateAdapter version 1.0 Registered
Plugin com.oracle.oim.utility.eventhandler.UserPasswordPrepopulateadapter version 1.0 Registered
Plugin com.oracle.oim.utility.eventhandler.EmailPrepopulateAdapter version 1.0 Registered

Plugin com.oracle.oim.utility.eventhandler.UserPasswordPreProcessHandler version 1.0 Registered

e Modify the weblogic.properties under < OIM_SERVER_INSTALL_DIR >/server/bin
wlis_servername=@servername
application_name=@appname
metadata_from_loc=@metadata_from_loc
to
wls_servername=o0im_serverl

application_name=0OlMMetadata
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metadata_from_loc=<AdapterSource>/0IM/0IM-Config/PrePopulateAdapter/oim

e Type sh weblogicimportMetadata.sh in shell or weblogiclmportMeteData.bat in command
prompt and press enter to execute the command.

e You have to enter Weblogic Admin Server — user name, password and URL ( like
t3://localhost:7001 )

e Type sh PurgeCache.sh all in shell or PurgeCache.bat all in command prompt and press enter
to execute the command.

e Now you have to enter oim admin user name ( xelsysadm ), password and oim server URL ( like
t3://localhost:14000 )

e Restart the OIM Server to impact the changes done.

5.1.6.5 Create folders for Reconciliation

e Forreconciliation, there should be different folder for staging files (yet to be reconciled) and for
processed files (after reconciliation). These folders can be anywhere that OIM should able to
access. If it is other than the OIM server system then that network path should be mapped as
network drive.

e Create folder to keep staging file, for example

<OIM_SERVER_INSTALL_DIR>\xellerate\GTC\Recon\Staging

e Create folder to keep processed file, for example

<OIM_SERVER_INSTALL_DIR>\xellerate\GTC\Recon\Archive
5.1.6.6 Importing Configuration Files

This step involves import of integration specific configuration files into OIM using OIM provided
Deployment Manager.

Prerequisite: Ensure that OIM setup steps have been followed properly.
Note: Do the import in the same order as it is described below.

Open the Oracle Identity Manager Administrative console. (Give the following URL in the browser:
http://<hostname>:<oimport>/sysadmin)

Login to Administrative Console

Enter OIM administrator username/password and press Sign In.

ORACLE" Identity System Administration
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Click on Import option under System Configuration.

ORACLE' |dentity System Administration

o fale
i catalag

4 System Configuration
& Home Organization Policy
b Sell Service Capabiliies
8 Lookups
B3 Role Categories
58 Scheduler
A Netification

Fo

i

ahon Propeities

& Export E
4 Upgrade

I8 Upgrasde Usier Form

8 Ungeade Role Forrn

2 Upgrade

& Ungrade Applicatian Instarce

Oeganizaion Foem

4 . =

The following screen will get displayed with Add File option.
a. Select Lookup.xml file from the folder <SPMLADAPTER_INSTALL_DIR>\OIM\OIM-

Config\Screens-Config.
b. Click on Open.

Deployment Manager - Import

Impart Files X
; T
& .. | ) Setect & fle for import. .
5 [ s = =
T m‘“ﬁ“"" Lookin: [ Scemers Config - OF @
~ ) o ) s Date modified Type
e ok A oakupiat) A/13/2016 350 PM  NML Docr
e ¥ Recent Places Z
Desktop
=
Libraries
A
Computer
m ¥
Hetwark
it e Lookup.el |
Fesdive  [MAer) [ cowe |
Add Fier mport

Accessibility Sandboxes  Help  Sign Out

Objects Removed Nrom lmpost

Missing Dependencies To Create

We will get File preview screen
a. Click on Add file.
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Deployment Manager - Import

Chck Addd Fibe Lo odd more fles.
Shaw 0 4
Summary i
et . Current Selections Objreta Remosed From Impart
=
Substimumions b
4 And
IT Resoarers b4 File: Presiew
& A
Hew Roles =3 FlexeubeLookup
& Add... Fie Pame: Lokoup.xmmd
Exrorted By, XELSYSADM
Export Date: Auguat 20, D4 2584 PM
Expoet LBy Veesion 2024 Missing Dependencies To Creste
aper

A Fie import

Click on Add File

Deployment Manager - Import

Click Add File to add more files.

rmation  Reset  Legend
Summary v
T Current Selections Objects Removed From Import
P P £ Lookup.FLEX. TimeLevel J§i
47 Lookup.FLEX.BranchCode Jil
#Z Lookup.FLEX.UserLanguage 1
Import Files v
Lookup xml
4 Add
Substitutions v
- Add.
IT Resources v
< Add
Hew Roles v
- Add.

Missing Dependencies To Create

I adgdrie B mport

Select SchTask.xml file from the folder

<SPMLADAPTER_INSTALL_DIR>\OIM\OIM-Config\Sch-Tasks\Config-XML.
a. Click on Open.
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Deployment Manager - Import

[cnex mesa e 5 50 more s

ook |, ConbigaML - @} EeEr

Date modified Type

Neme
i b =p [ ScnTaskaml A13/2016 351 PM__ WML Dot
Substiutions v Recent Places

Missing Dependencies 1o Create

Add Fie Inport

We will get File preview screen
a. Click on Add file.

Deployment Manager - Import

Click Addd File to add more files

Summary ¥
e Current Objects Removed From Import
Pl % Lookup.FLEX. TimeLevel S 7 Lookup.FCUBS. TimeL evel J§
% Lookup.FLEX.BranchCode I E\“TﬂFLEx,usanngjnMask F ]
F Lookup.FLEX.UserLanguage I [5/FLEX Usrlang_SchTask F ]
Import Files 1 ookup.FCUBS.BranchCode i
Lookup.xml © Deployment M: | sokup.FCUBS.UserLanguage 3
& Add FLEX_BranchCode_SchTask S
Substitutions b 5 FLEX BranchCode_SchTask i
o el File Preview
IT Resources b FlexcubeScheduledTasks
o el
New Roles v

File Name: SchTaskcaml
< A Exported By: XELSYSADM

Export Date: August 20, 2014 2:53:53 PM
Export Uity Yersion: 20,24

Dependencies To Create

Exported From: jdbe:oraclesthin:i@ofss220246:1524/0racle11g550

<< Biack | I AddFie |
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Click on Import.

Depleyment Manager - Import

S Loolup s CUNS bsorlsngusas S8

i bora Dgselerriinm Tan st

Above will prompt for Import Confirmation
a. Click on Import to start import.

Deployment Manager - Import
Objects Aemsneed From Empon

AT : @ ;
g 5 Lookup FUEX. TanLovel 5§
B S FLEY Uarlany_SchTask 1
A Lol 3 B FUEN_Lisrlrg_SchiTask S
 Schoded Task: 3 7 Lok FLE By anelrCodn S8

9 FLEX_BranchCode_SchTask S8

ﬂ. Files hd B FLEX_Branceode_SchTask S
7 Luskup FLEX User Langusge

SchiTast xm

Lookup xmi
+ Add

Substitutsons v

e A i 5L YOU WARL 30 IMPON M SOI6CRANST

* Add |

e e
& Add.

Wew Rolos hd
+ Add..

A Fie Import

Minming lopmidnacios To C1natn
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On successful import following screen will come.

a. Ensure that import is successful and click on ok.

Deployment Manager - Import

WY Hjecte Remured From lmpon
B ek 2 SE Lookupd LLX. TimeLevel [
o SILL UsrLang Schiask S
s 1 FLEX Lisrt nng_SchTass J
BelSchodkiod Tiskc 2 £ Lookup FLEX BranchCode 3§
| = ALEX_BranchCude_SchTask [
Import Files hd 15 FLEX_BranchiCons_Schlask JB
[ Sontnstomt |
Lockgp
& A
Substations v Ipart successhil
Al | Ityou are Importing forms win encrypted atiibutes for a clustered configuratan, fen rastart all nodes g Tu Croate
IT Resuurses: v
no -
Mew Hotes bl
[ was |
Avkd il Il

The following screen will get displayed.
a. Click on Add File.

Deployment Manager - Import

e = Objscts Removad I romm Inport

& ...

substitutions v

& A

IT Resources !

+ Ak,

Hew Rales hd

4 Add

Missing Depundaicies 1o et
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Open file window will get appeared.

b. Select GTC.xml file from the folder <SPMLADAPTER_INSTALL_DIR>\OIM\OIM-
Config\GTC-Config\.

c. Click on Open.

Deployment Manager - Import

CRck A Fie 1 6 more fhes |

2 : -
_% v Otgects Bemoved From lmpost
£s EERTT=SE .
+ Ast Lockin: [ GTCConfig - @F
| WResources ¥ Marne 2 Dute modified Type
o = = GTCaml 103EISIAM XML Doa
Hew Robes A Recent Places
_— -
Desktop
Missing ependenties To Craste
wwl
Libearies
Computer
& | ;
MNetwork
Fla name: GTCam -
Fesdtpe  [MBesC] ») [ cancd |
AddFie Import

We will get File preview screen
d. Click on Add file.

Deployment Manager - Import

Flastuta

A e Fie Neome: GTCaml
Exported By XELSYSADM
Evport Dote: August 20, 20414 6:36:47 P

Bxport Lty version: 2424 Minsinig Depotdencios To Crasts
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Next screen will be the substitution screen.

e. Ifthe GTC is imported first time then click on Next.

f. If GTC have been already imported once successfully, change the Version hame for example
UD_FLEXCUBE Version = FLEXCUBE V2.

g. Click on Next.

Deployment Manager - Import

Chck A0 Fle 10 53 moee s

imgort Fles )| icemeniNetectons Obfmcts Bamowed Fram mpart
+ Add - |
O Deployment Manager - Import ]
Suatiditutions v
& And i
IT Resowces v Sunstinuions.
» o Frovide the Substitvions for e UEersigrouns (Dptional),
Hew Holes -
pezvn Type Corest Marr [
Foke SVSTEM ADMISTRATONS
User FELSYIAIM
UD_FLEXCUBE Viersion E;J_Ca
e SELF OPERATCRS Missing Dependencies To Crese
Ry ALL USERS
p—
Add Fae Import

Above will prompt for substitution Confirmation

h. If any value has been changed on previous screen it will list those substitution otherwise
below screen will get displayed. Click on Next.

Deployment Manager - Import

v L= Dbects Removed | rom bmport

e |
Substiuticns =
& A
T Reanurees ¥ ‘Canfirmatsnn

At
* A s S o
MHerve Rusbes v
+ Add Type Current Hame Hews Harma

LD FLENCUEE Version 2x2
Missing Dependrneies To Create
e = =
Add P mport
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Next, Provide IT resource instance data screen will get displayed.
i. Ensure that the green arrow should point to FLEXCUBE_GTC.

j-  Provide followings to the right hand table:

Parameter Name Parameter Value
SPML_targetID FLEXCUBE
SharedDrive_filePrefix SMOIMHOFF

SharedDrive_stageDirParent | Full path of the staging folder created in step 4 of OIM
setup

Eg: /home/Oracle/Oracle/Middleware/FCUBS-OIM-
Config/Staging

Webservices_webserviceURL | Provisioning web service
FCUBSProvisioningAdService URL deployed in step
.Typically it should be like
https://<hostName>:<port>/FCUBSProvisioningAdServi
ce/FCUBSProvisioningAdServiceSEl

Eg:
https://ofss000000:14001/FCUBSProvisioningAdServic
e/FCUBSProvisioningAdServiceSEl

SharedDrive_archiveDir Full path of the archiving folder created in step 4 of
OIM setup
Eg: /home/Oracle/Oracle/Middleware/FCUBS-OIM-
Config/Archive

SharedDrive_delimeter , [Comma ]

SharedDrive_uniqueAttrPare | USERID
nt

k. Click on Next.
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O Deployment Manager

Provide IT Resource Instance Data.

5 FLEXCUBE_GTC
P FLEXCUBE_GTC MW

== Mewy Instance==

FLEXCUBE_GTC

Parameter Hame

Parameter VWalue

SharedDrive_unigueAttrParent

USERID

SPML_userMame

SPML_targetiD

FLEXCLIEE

WehServices _webServicelUREL

hitps: Mofss2 20607 in.orac

SPML _userPassword

11

SharedDrive_stageDirParent

Jzcratchiovark_area/DEGH]

SharedDrive _stageDirbutval

SharedDrive_fixedMicdth

SharedDrive_archiveDir

fzcratchiovark_ares/DEGH]

Timestamp

Cancel IT Rezource Modification ] [

== Back l [ Skip ] [

Meet |

O Deployment Manager

FProvide IT Resource Instance Data.

4 FLEXCUBE_GTC
P FLEXCUBE_GTC S

== Mewy Instances=:=

FLEXCUBE_GTC

Paramieter Hame

Parameter Value

WehServices _webServicelRL

hitps: Hofss 220607 in.orac

SPML_userPasswword

SharedDrive _stageDirParent

Izcratchivork _areaDBGH]

SharedDrive_stageDirbulval

SharedDrive_fixedicth

SharedDrive _archivelDir

Iscratchiwork_areaDBEGI] —

Timestamg

SharedDrive_delimiter

SharedDrive_whether TabDelimited

SharedDrive_filePrefix

SMCIMHOFF e

Cancel IT Resource Modification ] [

== Back l [ Shkip l I

Mext | |
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The following screen will get displayed.
I.  Click on Skip.

Deployment Manager - Import

Show Kilormaton  Rese

Current Selections

= Objects Remoued From Import
¥ AL | & Deplysiment Manager ]
Substiutions bt
+ foa Provide IT Resource Instance Data,
IT Resnarees ¥ o FLEXCURE GTC o e IT in ta b o atend,
AL FLENCLEE GTC [ Instance Narme:
Harve B v B e e instoncens
o hud Paramatar Nameo Parametar Value
Shareulrive_unepueAdiifar e =
SPHL_userName
S Sergell) Missing Dependencies To Create
‘WebServices_srebServicelURL
SPWL_userPassword
_staplaParent
 _finecddih

Cancel IT Ressurce Modficaton «cRnck Nt

A i et

A confirmation window for parameter values will get displayed.

m. Confirm the values and click on View Selections.

Deployment Manager - Import

Click Add File to add more fles

ormation  Reset  Legend

Summary v
. Current Selections Objects Removed From Import
Import Files v
5 Add
Substitutions v
fad
* O Confirmation
IT Resources v
5 Add.
HewPoles hd Confirmation
- Add
Parameters have been provided for the fallowing |T resources
B FLEXCUBE_GTC e
B FLEXCUBE_GTC S
SharedDrive_uniqueAtirParert, USERD 1 Mz sing[be pendencicsTolCIzate)
Timestamp: -

SharedDrive_dslimiter: ,
SharecDrive_whetherTabDelmites:
SPML_targetil: FLEXCUBE
StearedDrive_tizedwich:

SPML_userPassward:

Cancel T Resource Modification << Back | WView Selections

We will get Selection screen that will show all components of GTC.

n. Make sure that there should be no items in Missing Dependencies to create box on right

below of the screen. If so, probably some previous imports has been missed out or not
imported successfully. Repeat the earlier imports again.

0. Otherwise click on Import.
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Deployment Manager - Import

Click Add File to add more files

Summany -

(71T Resource Defintion:
@l Resource:

52 Task Adapter

& Process Form:

Ertity Publication:
Application Instance:

Current Selactions
1=l 7% |FLEXCUBE_GTC ji8

5/ FLEXCUBE_GTC J £
B (& FLEXCUBE S
(O IFLEXCUBE_GTC Ji
7 FLEXCUBE_GTC Ji A
G gl FLEXCUBE_GTC Ji8
1%, FLEXCUBE_GTC

45 adpFLEXCUBE_GTC_aUToC S

%&|UD_FLEXCUBE

Organization:

[GEIT Resource:

5% adpFLEXCUBE_GTC il
EI[E| FLEXCUBE_GTC il /i

Password Policy:

(5 Data Object Definttion:

1 Process

1
1

1

2

1

2

1

[ seneric Connector: 1
3

1

1

1

1

1

| Scheduled Task: 1

Import Files v
GTCxml
< Add...
Substitutions v
< Add
IT Resources L
FLEXCUBE_GTC (FLEXCUBE_GT|~
< 1 > -
Hew Roles L

El[ZE]Xellerate Users /1

Requests i

Bl Applicationinstance3 i

[E)Requests £y
El | FLEXCUBE_GTC S

FLEXCUBE_GTC J /0.

E  Applicationinstance2 S8

CI[&]Top £

AddFie || Import

Piafan b Delie S

Objects Removed From Import

Missing Dependencies To Create
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Above will prompt for Import Confirmation

p. Click on Import to start import.

ek A Pl 1o 50d more Thes

= emalion  Resel Legernd

a1
I Reesource Desidion 1
e Rasource: 1
3 Tnsis Adnpter: 2
W Procass Form 4
Lty Putdcation: 2
[ appbcation instarce: 4
[ G Connectn. 1
[Blorasnization: 3
£ Fnsnuren: 4

. |Paswond Pukcy. 1

Deployment Manager - Import

Current Selectivis

i napFLEXCLBE_GTC_aumoc i
% UC_FLEXCUEE S
E sapiLEXLOE GTC D
FIFE] FUExcuRE_GTe 8 0
H Appliationiostance? S
OEvop i
dF|Detust Pokey A
B[ 4] xuiterate (] FEymm—
[Brequest]
(R TR —
[&]requests /b

Are you sure you want bo import the selections?
ArrLewcuse ote AL

FLEXELEE_OTE (FLEXCLEE 0T *

G ) FLEXCUBE_GTC JB e o
5 Dntn Qiyecs Dedntion: 4 O reexcuee_Gre B0
£y Proess 4 Fl applieationinstance? 1
| Serwchied Task 1 EE Tup
E|Detat Pobey b
[e—— = FI[ telierate tares /1.
e [ERequests b,
O Apphcationinstance S
& Add,., ey
Er— £} & FLECCUBE D
(UD_FLEVCUBE Versior) 2 G2
 Add.,
1T Rossar e L
A e Inport

Olgucts Removed From inport

Missing Dependencies T Create

Note: Import of GTC.xml may take more time as compare to other imports.

On successful import following screen will come.

g. Ensure that import is successful and click on ok.

| maa e 1 it maes s
Show ndoemation  Fieset Legend
Sunnary
AL 18
51 IF Rescurce Defrtion 4
A Resnacn. 1
5} Task Adsgter: 2
S5 Frocess Form: 1
Entty Puticntion 2
[ appacaon nstance: 1
2 Cienesic Connector 4
[ o gzt 3
& Rezorce. 1
EPasswind Poky: 1
o 4
51 D Okt Dfiriion: 1

iy Procass 1

Cumvmd Snlections
T

Deployment Manager - Import

T

£ s LEXOURE_GTC_aLTor 9
Lo _FLERCLER 1
T wipFLEXCUBE GTC
O e Gic B0
F appseationinstanee? [§I

B Top

Byt Rerncsead Fruen lpost

Import suceessiil

Myou st irnpuoeting forms with encrygtied alributiss for @ clushened configuration, thin restar all nodes of thie chusber

hing Depenreneies To Create

= Ld
T Seraauea Tassc 1 B[A] 1
Eetaut poicy b
1 IR xelierate Users .
Bt Files v
BEEIETEEEEEEE— [&]Requests T
GTCmd
O Appscationinstinced [
& Add.. | Ty
Ll s a FLEXCUBE S -
(LE;_FLEXCLEE Version) 2° JC2
+ A
IT Resouress ¥
FLEXCLEE GTC (FLEXCLUBE (T = Audd File It
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Click on Sandboxes.

ORACLE’ |dentity System Administration Aecussiviny [Eanduos JHele | Signoul  seliasn 7

= Genenc Connector
[ Apglication Instances
[ Manage Connector
4 Bystem Entities
&y User
& Organization
i Roe
DI Catalon
4 System Configuration 4
& Home Crganization Palicy
[ st Senies Capaniimes
& Lookups

[55 Rote Categorins

[ Schudbor
L rosnction

45 Configuration Properties

Impiort x
‘ "

_at.cirl g LB

Click on Create Sandbox.

ORACLE dentlry System Administiation

. .
4 Palioses 5 B e sesctonm &
[T e———

B fecess Prboes Avadbls Samiaate MLnishid fandtsent
0 daran siow

o

- N | M-lma*m]xlt-l-nu'ml W O dcnam Sostn @ Dvmtvets Mt Puisied Senitun P rep St gy g Sandtor = Ewac
[ e

- Doy o Lt bectad :;'--clm

[ REEEY [CE T

1 Coewic Comtn
[ emmenirasson
[ image Cenawcin

< System Crtitien
Sanae i
B oo |
v
Ocan
4 Srstem Sonfigwation
[ —
[ 5ee Sevce Canutemes
Lo

[y o Camgooes.

Enter the Below Details and Click on Save and Close.
r. Sandbox Name : FlexcubeSandbox

s. Sandbox Description : FlexcubeSandbox
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Click on Ok.

Click on Form Designer under Provisioning Configuration.

ORACLE" |dentity System Administration

4 Palicies @ momoge Sandbaxes x

[B Aporoval Policies

[ Access Policies Available Sandboxes Fudlished Sancooses
o 70U 10 Issiate wanoat g omer users
4 Provisioning Configur ... To customice create andor activate a sandbon. Afler piete # S ke the o
Reconciation View w Create Sandbon 3 Dolete Samdbor Rofresh @ Actvate Sandbox () Deacivate Sandbox & Publish Sandbox
&

Sandbox Description Active

& 1T Resource

L @
P Genenc Connedor

Bl Applicaion Instances
[ anage Connectar
4 System Entities
BaUsm
& Organization
i Role
[ Catalog
4 System Configuration
& Home Organization Policy
e ]
k52 20607: 14000/

users.

%) Export Sandbox

»

»

Last Modified  Last Modified
on oy

Apr 18,2016 masintemal

Click on Create

ORACLE' |dentity System Administration

4 Polizies [ Manags sanasanes x  Form Designer x
vl Pl
[ Avoroval Palicies Sesrch Fo
(B Access Poscies
4 Search
4 Provisioning Configur...
" = Resource Troe Q
g Recansiiason F
(3] Form Designer
1T Resaurce Search Results
@ Generic Cormectar Acticns v View ¥ n # Open
[ Apptication Instances [ (B Eam mama P
* Mo data lo disglay.
[ Manage Connactor

4 System Entities
&y User
B Organization
i Rote
D Catalng

4 System Configuration
& Home Organizabion Policy

- ¥

5-42

Saved Sparch  Emplic Search B

Search  Resel  Save.
=" Detach
Resource Type

ORACLE



Enter the below details and Click on Create

« Resource Type : FLEXCUBE_GTC

e Form Name : FlexcubeForm
Note*: Form Name should be same as above
ORACLE' |dentity System Administration

4 Policies % B Manage Sandbones x  Fosm Designer 5 | [ Create Form x

New form for FLEXCUBE_GTC

Resource Type  FLEXCUBE_GTC Q

4 Provisioning Configur... =
Form Mame  FlexcubeForm

@ Reconcation
[E] Form Dasignar
B

* Available form fields

4 System Entities View w =" Detach
User
& #  Display Hama Nama
& Drgangation
1 containenD UD_FLEXCUBE_CONTAINERID
& Role
@) catuag

4 System Configuration
& Homa Organizstion Policy

Successful form creation will be like below:

ORACLE’ Identity System Administration

— o Form ceated successfly
4 Policies [# Manage Sancocxes x| Form Designer x

Search Forms

4 earch

Rescurce Type Q

&R i F

Search Results
Acions v View v 4 Create 7 Op

Row Form Name
* Nodata bo display

] Manage Connector

4 System Entities
U

B ovganicabon

& Role

[ Cataiog

4 System Configuration
2B, Homs (rganizalian Policy

ACTEESIDIMY Sanabones (FlencubeSanoood lescutesSal Halp Sign Out
s Create
Doscription Bulk Updata
cordainent
hecessibilty  Sandbores (FlercubeSandborFlexcubeSa) | Help | Sign Oul 7

&

Saved Search  Imgkict Search |

Search  Reset  Save.

=" Datach

Typer Resource Type

Click on Application Instances under Provisioning Configuration.
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Help  Sign Out

ORACLE’ |dentity System Administration

4 Policies “ [ Manage Ssnctores x | Form Dessgner x B
A “ppeoal Poloes
Agpeoval Poficie Saarch Eoiing
[ Access Poncies .
. 4 Search Saved Search  Impicit Search E|
4 Provisioning Configur ...
Resource Type
@ Reconciliaion ' "
8] Form Desianer Search || Meset || Save.
{817 Rescarcs Search Results
2 Gonenc Connactar Actions = View = 4+ Create S & Datach
Row Form Hame Type Resource Type
~ ! Mo datato dsplay
(@@ Manage Connecior
4 System Entities.
By Umer
a5 Organization
& Role
3 Catalog
A System Configuration
& Hom Crganzation Pesicy
¥l = I ¥
Click on Search.
l Help | Sign Out

ORACLE" |dentity System Administration

4 Palicies ~ [ Manage Sandboves x  FormDesigner x| Application Instances x

B Approval Pocien Search Application Instances

[ 2ccess Policies
Saved Search  Search Applicaton instances E|

4 Search

4 Provisioning Configur...
Maich @ Al O Any

Ha Reconcmation

|
[ Form Designes Resource Obfect Stars win E|
8 1T Resource Display Hame  Starts wim H
Generic Connech
It R Connicn 1T Resource INSEANCE  Starts with E| o
B Apolication instances
g Resel  Save_  AddFields >  Reorder
(i@ uanage Connector
4 System Entities Search Results
Buser Actons w Vieww 4 Creste . Open B B Retresn 7 Datach
B Ovganization ’
i role
Rowd# Display Hame Dascription Resource Object IT Rescurce Instance
& Catalog Mo data to desplay
4 System Configuration
& Home Organization Poliy
- . .
Copyright © 2001, 2015, Oracle andior &5 aBliales. All nights resened
Click on FLEXCUBE_GTC.
ORACLE' Identity System Administration & ¥ ) | Help - Sign ut
A Policles = [ uwanage Sandnenst x  FormDeSiGnet x| APPECADOS INSTANCHS x
i Pl
IR i Polies Search Application Instances z
[ Access Poncies
Saved Search  Search Applcation instances |«
4 Provisioning Configur... 4 Sswrch SR (T A S |_|
@y Reconciiation o Wnich @ @, Ay
[E] Form Designer Resource Dbiect  Stasts with ~|
B 1T Rescurce Display Name  Stsets with Z|
I Semak Conaecre ¥ Resoarce Instance  Stans win j b
8 Applicaion Instances |
o Search  Resel  Save.. AddFields ¥ Reorder
[ Manage Conneclor
4 System Entities Search Results
Guser Actions v View v ok Create 7 Open 3¢ Deiete () Refresh = Detach
& Organizabon >
& Rote -
Rowdl Display Hame Description Rusource Object 1T Ressource Instance:
A System Configuration

B, Home Crganizaion Padicy 3

T —— i eah ana ik kAL B

Choose the Form as FlexcubeForm and Click on Apply.
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ORACLE" Identity System Administration

Sandbores (FlexcubeSandborFlescubeSa)

4 Pelicies

[ Manage san

ats x  FormDesigner x  Applicalion Instances x | FUEXCUBE_GTC x

Application Instance: FLEXCUBE_GTC

Aftributes | Orga

© Désplay Name  FLEXCUBE_GTC

FLEXCUBE GTC
Description

4 System Entities

User

) Resource Object
&8 Organizasan

Gt Rote IT Resource imstance
1 Catalog

4 System Configuration
B, Hame Drgancation Posicy

Form

Copyright @ 2001, 2015, Oracle andfor its afiliates. All rights reserved

R Retesh

On Successful modification will be shown like below:

ORACLE’ [dentity System Administration

5 (Flexcubedandbasf
% Application Instance FLEXCUBE_GTC modined successiully
4 Policies L@ Manage sandbawes x  Form Designer »  AREIESHER INSESACES 5 T FIEXCUREGTC %
[ Appreval Palicies.
= Application Instance: FLEXCUBE_GTC
| Access Policies
Arributes | Organizstions  Entwements
4 Provisioning Configur .. i
* Disploy Name  FLEXCUBE_GTC
FLEXCUBE_GTC
Dascription
4 system Entities
& User
Resource Object
&% Organization
&) rote
IT Resource instance
[ Catzing

4 System Configuration

FlexcubeForm -| & Edit B Rafresh
& Home Crganization Policy

‘opyTight @ 2001, 2015, Oracle andior its aMiiates. All nights resenved

Application Instance belongs to the following Organizations

Help

Sign Cut

-]
About
Help  Sign Cut
wd Fi Appey Revert
E
About

Note: In case provisioning has to be applied for different Organizations then Create the Organizations

under System Entities and map those Organizations to the Application Instance.

DRACLE |dertity System Administration
4 Posies = | TUEREUDE_3TC

Application Instance: FLEXCUBE_GTC

[ A P

4 PrevIIGRING Cenmaur.... + Dwwssioes  Emerars

g

T Orainzacioes 18 whcn s OEiKEIon mstasce 5 3valatis b3 e Showe biE
. acions w View v o dasen PR =
L £
= Fows Sriesbe g, Hararcky e
3 Mas =
t e st 7 nes
et 2 Fane s v
&
Zom
Sroe
[

4 Syvtsm Conigurstion

&

Select and click on Publish Sandbox.
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ORACLE" Identity System Administration

4 Policies = [ manage sandboxes x ]
[l Approval Poacies

[ Access Policies Available Sandboxes Published Sandoores

o youl 10 isalate and wilhout 0

To customize creais andior ackvate a sandnex Afler customizations. are comeéete you an publish ine sanoox by make ine customizations availasie i omer users.
iy Recenciiation 13 View v [ Creote Sandbox 3 Delete Somdbox ) Refresh 0 Acoveie Sandbox @ Denctivate Sandbox (%) Export Sandbex BB
@] Form Designer ot S : LostMoiied  Las Mocied
8 1T Rescurce

I 1] ey, @ Apr 10,2018 midsinternal I
P Genenic Connedlor
[0 Appacavon Instances

4 Provisioning Configur ...

(& Manage Connedior
4 System Entities.

iy user

& Organization

& Role

) Gatalog

4 System Configuration
&, Home Crgantzation Policy

and marge its contents knto e main ine.

Click on Scheduler under System Configuration.

ORACLE" |dentity System Administration Accossibility  Sandbocues  Melp  Sign Oul

& Orgamizstion 3
i rote
Ll Catalog
4 System Configuration
B Home Organization Pallcy
[ 2ol Sorvice Capabilities
@ Lookips
(5 Rote Categories
(i@ Scheauler
L ncaticason
P Configuration Properses
dhyimean
e

4 Upgrade
[& Upgrade User Form

i Upgrage Role Form

B Upgrade Organizaton Ferm
LR m .

Click on ITI to Search for Scheduled Job List.
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ORACLE Identity System Administration

Advanced Search

Actions = View =
Mo vearch conducied,

S8R

Welkome

Welcome to Identity System Administration

Fvent Hanagement
[ ) sench Reconchation Events

Pokckes
B B search Aporval Pobces

System Hanagement
% Bl search Scheduied Jobs
B Seach Habfcation Terglates

Bl search System Propertes

=

| E— |
Hetfcabon Syatem Corigur ton

Search Scheduled Jobs
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Click on Entitlement List

ORACLE Identity System Administration o O

[t GE—
B oison Spute Contgpeatn
Search Schedubed Jobs Welcome

+ ‘Welcome to Identity System Administration
Advanced Search
Fuent Mansgement

T vens | 2R E Bl seaven Reconctaton Events

3ok Hame. Siabs

sovkcation Instare. Stnoped .
Atiestazon Grace . Siogped

siomatedRetry  Stopped 3 Polces

Automatcaly k... Stivped 1 E ) search mopronal pokces
Bk Lo Acchival  Stopped

Bub Load Post Fro.. Stopped
Catalog Syrtvon . Stopped
Certficabon Event . Siooped Tystem Maahgaamal
DataCobecton Sch_ Stopped B B search Schedued Jobs
Delayed Delete User Stnpped

bl Delote Lise._ Spred B search Nobhicaton Templates

Bl Semch Sypatrm Progertes

Evaluate User Polc . Stopped
FLEX BranchCode... Stoped
FLEX srlang_Sch. . Stogped
FLEXCLBE GTC  Saopped
Form Lnarade Wh Soanad

Click on Run Now.

ORACLE’ Identity System Administration na O

v rgenns o, QSTE— |
_ Hetdeanon System Cordgurason
Search Scheduled lobs Welcome Job Details

+| Iob Details : Entitlement LSt
Achugeerd Seach

actons - vew = | P [3 R A

3ob Name [stabs
Aophkaton Instanc. . Stopoed - Job Information
Abmslation Crace - Sopped Join Hame Ensdement List o Pensde
i P = Task Enttioment List Cron
Autnmancaly Unin Stopped E - - — o Sehedle Type o
ik owd Archval . Swpoed * Stwt Diske | Apri B, 2036 3:47:19 P4 15 () (UTC405:30) Caluttn - Irelia Tine (IT) :w:{am
Bk Lot Bost Bro Shogpmd * Ratnes 5
Catskg Smevon. Stoooed
Certficaton Event . Stoooed Job Perodic Settings
DataCobection Sch.. Stopped R every !
Delayed Delete User Stogped o
Dusable [Delete Use . Siopped L -
Erabie User After . Slopoed

Job Status

Enstiement Assgn  Stopped
Enatemertist  Shpoed
EntsementPost D Stogped
Evalumte User Pode . Stopped
FLEX BronchCode  Stoggmed
FLEX Usiang 5h.. Stoposd

s Stepoed

et Agrd 18, 2016 6:30-28 PH ST
#eri 18, 2016 6:39:38 PM IST
Horl 8, 2016 34719 P 5T

FLEXCUBE OTC  Stogpmd Faramelers.
Formbinreade b Sinoned = AR =
Rt Selectea 1 q
Igrere Resmeer st -

Schedule Task Setup
This step involves setting up Schedule task parameters.

5.1.6.6.1 Open the Oracle Identity Manager Administrative console. (Give the following URL in the browser:
http://[<hosthame>:<oimport>/sysadmin)
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Enter OIM administrator username/password and press Login.

ORACLE" |dentity System Administration

Sign in

SN in With yoisr Secunt

User 10

relsysadm

Password

ansd

‘opright ® 2001, 2015, Oracle andior its afMiiates. Al rights reserved

Click on Scheduler under System Configuration.

ORACLE" |dentity System Administration Accessibisy | Sandboay

&, Organizatior
B Rote
QD catiog

4 System Conf
B, Hom

Click on ""| to Search for Scheduled Job List.
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ORACLE Identity System Administration

Advanced Search

Actions = View =
Mo vearch conducied,

S8R

Welkome

Welcome to Identity System Administration

Fvent Hanagement
[ ) sench Reconchation Events

Pokckes
B B search Aporval Pobces

System Hanagement
% Bl search Scheduied Jobs
B Seach Habfcation Terglates

Bl search System Propertes

=

| E— |
Hetfcabon Syatem Corigur ton

Search Scheduled Jobs
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Click on FLEX_BranchCode_SchTask.

ORACLE' Identity System Administration

PEREDEN  rtoni | Stem Confipaaten

System Hamagreent

Search Scheduled Jobs Welcone
£ Welcome to Identity System Administration
Advanced Search
- \ Fvent Hanagement
v | BRE [=] 8 cemch reconchaton events
Job Name s | =

Appkcason Instance Post Deléte Proce. Stopped =
Abirataton Grace Period Expiry Chedier Stopped

Raitomated Retry of Faded Asyn: Task  Stopped | P sma
Autmmanenty Uik User Sopped | = 0 Search dexroval Pelcies
buic Lowd echival Job Stopped La
Buic s Pt Prscesss Simpped
Catalog Syndhvonzatn Job Stopped
Ceraficanon Event Trigger Job Stopped Syslem Hanagement
DataCobecton Schedue Job Stopped B ) mearch Scheduied Jobs
Delayed Delete User Stopped 2
Dmabie Ueiete User After End Date Stopped Bl seareh onficston Temelstes
Enable User After Staet Date Stopped F
S iooad &) seweh Srstem Propertes
Stopped
Enatement fust Delete frocessng Job  Stopped
II FLEX_BranchCode:_SchTask. Sluulnll
FLEXCUBE_GTC Stopped
Foem inccade ioh E—

On the Edit Schedule Task screen.

e WebService Url : FCUBSLOVAdService deployed in section 5.1.4.2.1

https://<hostname>:<ssl|_port>/FCUBSLOVAdService/FCUBSLOVAdServiceSEl
e Query

FCUBS:
select branch_code||'~'||branch_code from sttm_branch order by branch_code

FCIS

select moduleid||'~'||[moduleid from moduleprofilebasetbl where once_auth="Y" order by moduleid
e Click on Apply and Click on Run.

ORACLE' Identity System Administration ey O

T o etas
L] Job Details : FLEX_BranchCode SchTask -
Aemnord Seaech
i o ey
Actons =+ Vew = [ M H
Job Narme St

Applcation Instanc

Abmstaton Grace 55

Job Informaticn
X Name  FLEX_BranenCode SchTask Perode

Task FEX_PranchCode_SchTask Cren
Schedue Type

Automated fetry
Sastnmaticaly Unis

8 1o pre-cefined schaduie

Puk Load Post Pr.
Cataiog Syrchvoni.. 54
Cersfication Event. 5
DiataColechon Sch  Stopped -
Delayed Delets User Stopped
Disabie Delete Use  Stopped
Enatie User After _ Stopped

Job Stats

Stoppe

toppecd

topped

arepped s
Ik Losd Al Stopped gRc— L2 o

seped

toed

weped

s Stopped

t Aol 20, 016 5:47:01FM 15T
nnd Aol 20, 2016 514703 EM 15T
Hieit Schadued Run

Paramcters

Lovhan Name Lockup FLEX B archCide:
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Modify FLEX_UsrLang_SchTask job

e WebService Url : FCUBSLOVAdService deployed in section 5.1.4.2.1

https://<hostname>:<ss|_port>/FCUBSLOVAdService/FCUBSLOVAdServiceSEl
e Click on Apply and Click on Run.

ORACLE Identity System Administration

[ rovvanon

Search Scheduled Johs

Artvanced Search

ok Harme [subas

Acohiabon Istand  Flopoed
Attestaion Grace | Swopped
Automated Retry Stooped
Automaticaly Ukla . Siopped
Bulkc Load Archivel . Siopped
Bk Load Post Pro.. Stuxoed
Catalng Syrchront Stopped
Certification [vent  Siooped
DatnColection Sch - Siopped
Delayed Delete User Stto0ed
Dbl Dwlnte Lse  Stopped
Enable User After Srpped
Entitiement Asugn. Sooped
Entitiement List fanpped
Entitiement Post D Swoooed
Evaluate User Pole  Stopped
FLEX BranchCode..  Stopoed
FLEX Usriang_Sch. Stopoed
FUENCLEE GTC Spped
Foem Liceade oh  Saooeed
Hows Selected 1

ssrn s vewr | (3R @

Syfstem Configuration

o+ Job Details : FLEX_ UsrLang_SchTask

Job Information

Parameters

Job Hame FLEX Lariang SchiTask
Task FLEX_Usrlang_ScHTack

* Retries. o

anguage en
Quary | select LANG_CODK | [ -'| LatG_COC

Cren

@ o pre-defined schedle

Wekiarvicn Narme | FOLBSL OV AdSor vcm

WebService Mametoace |FID:/lovetryice. we.om. ntegraton

WebSerace Operation insinpy

Webservice Ul | ittos: ffofes 0607 n.acade. coms

wp O

[ ot e, — |
[ victcome JEEET N
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5.1.7 System Configurations

5.1.7.1 Integration Specific Configurations

5.1.7.1.1 FCUBS Configurations

On FCUBS side following configurations need to be done:

¢ Maintenance of Maker ID
e Maintenance of External Source

Both configurations can be done using FCJ provided screens.

1. Maintenance of Maker ID

The FCJ screen can be open through Security Maintenance >> Users >> Detailed menu or using the
function SMDUSRDF.

2. Maintenance of External Source

For OIM request and response handling, an external source should be maintained in FCUBS database.

The FCJ screen can be open through Gateway >> External System >> Detailed menu or using the
function ‘GWDEXSYS'.

This external Modify Close Open View. This can be
source should be maintained through
able to do all function
operations like GWDEXFUN or
Create through Gateway
>> External System
Functions >>
Detailed. Required
actions and their
corresponding
details are given as
below.
Action Function Service Name Operation Code
NEW SMGUSRDF FCUBSSMService CreateUserMaint
UNLOCK SMGUSRDF FCUBSSMService ModifyUserMaint
DELETE SMGUSRDF FCUBSSMService DeleteUserMaint
CLOSE SMGUSRDF FCUBSSMService CloseUserMaint
REOPEN SMGUSRDF FCUBSSMService ReopenUserMaint
VIEW SMQUSRDF FCUBSSMService QueryUserMaint

Ensure that required maintenance has been done for function CODSORCE (Gateway >> Source>>

Detailed) and for function CODUPLDM (Gateway >> Source Preferences >> Detailed menu).
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For maintenance of amendable fields in GWTM_AMEND_NODES and GWTM_AMEND_FIELDS entries
can be made using the function STDAMDMT or through Gateway >> Amendment Maintenance >>
Detailed. Following table gives the amendable node and fields details that should be maintained.

Field Name Value

Amend Nodes section

Node Name SMTB_USER
New Allowed Checked
Delete Allowed Checked
All Records Checked

Amend Fields section

Field Name HOME_BRANCH
Field Name START_DATE

Field Name TIME_LEVEL

Field Name USER_LANGUAGE
Field Name USER_NAME

Field Name USER_PASSWORD
Field Name SALT

5.1.7.2 OIM Configurations

5.1.7.2.1 OID Connector Configuration
For FLEXCUBE single sign on mode, the provisioning process consist of user creation in underlying
LDAP directory and then provsioining into FLEXCUBE. OIM porvides out of box connectors for LDAP

directorires. This connectors provides facility to connect with LDAP and to do the operation through OIM
console.

In this integration, the underlying directory for Oracle access manager is Oracle Internet Directory. OIM
porvides out of box connector for it that need to be imported as the connector document provided by OIM.
After import, following steps should be followed :

Login to the Design Console.
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© Oracle Identity Manager Design Con: _ x

Welcome To

ORACLE

Oracle Identity Manager
Design Console

User ID welsysadm
Password |essssssess

Wersion 11.1.23.000
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Navigate to the Administration>>Lookup Definition menu
a. Enter the below details:
= Code: Lookup.OID.Organization
= Click on Search!#! icon
* Click on Add [ 2= button
= Enter the below details:
= Code Key : cn=Users,dc=in,dc=oracle,dc=com
= Decode: cn=Users,dc=in,dc=oracle,dc=com

b. Click on Save &/

Oracle Identity Manager Design Console : connected to jdbc:oracle:thin:@ofss220374:1521/0OracleSS012c

File Edit Tool Bar Help
INCIEYSREIEINE]

E Oracle Identity Manager Design C{ | Lookup Definition
E1-(C] Resource Management 3

IT Resources Type Definiti | Code  Lookup OID Organization
Rule Designer Field [
EEB Resource Objects
(1 Process Management @ Lookup Type () Field Type
-] Administration ] Required [ ]

/2 Lookup Definition

Croup  [Lookup OID Organization
] Development Tools

|| Lookup Code Information

Add I Code Key | Decode |

1 |cn=Users,dc=ofss,dc\cn=Users,dc=ofss,dc|

a 1] ¥ Lookup Definition

Navigate to the Administration>>Lookup Definition menu
a. Enter the below details:
= Code: Lookup.OID.UM.ProvAttrMap

= Click on Search #! Icon

* Modify the Decode value for Code Key Name:

= From : _ NAME__="uid=${User_ID},${Container_DN}"
* To : __NAME__="cn=${User_ID},${Container_DN}"

b. Click on Save &,
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Navigate to the Resource Management>>Resource Objects menu. This will open a blank screen.
a. Enter FLEXCUBE_GTC in Name box.

b. Click on Search icon.

c. This will show the definition for resource FLEXCUBE_GTC. Click on Assign button in
Depends On tab.

-
© Oracle Identity Manager Design Console : connected to jdbc:oracle:thin:@ofss220246:1521 _ O x
File Edit Tool Bar Help
DE[aln 5x 8
[=] Oracle Icentity Manager Design C :|[ Resource Object | Object Reconciliation -~
T User Management M- om it
=1 C] Resource Management I Mame |F|_E>(CUBE_CTC
IT Resources Type Definiti
[B| Rule Designer
ERY Resource Objects ® Order For User () Order For Organization
El-[Z] Process Management
Type icati
Email Definition bl Application
EEE Process Definition
=] Administration
e Trusted Source D 5
/Q Lookup Definition ; =
i User Defined Field Definiti || Administrators | Password Policies Rule | User Defined Fields | Process |
] Development Tools i apters r Resource Audit Objectives r Status Definition
§§ Depends On Object Authorizers r Frocess Determination Rules
—TR—
: ~|
1] Il | [+| [ Resource Objects |

Select the OID User from the Unassigned Objects list. Click on the arrow pointed to Assigend objects.

a. Click on OK.This will move OID user resource to Assigned objects.

5-57 ORACLE



[=) oracle Identity Manager Design Console : connected to jdbc:oracle:thin:@ofss220246:1521 _ 0O Xx
File Edit Tool Bar Help
o/Eals s x/o
E Oracle Identity Manager Design Ct | Rocoiree Object [ Object Reconciliation | |~
[ User Management “Object Definition
| Assigned Objects

E Rule] I Unassigned Chjects W I Assigned Ohjects W

EEE Res 1 |QID Trusted User
=T Process I? I

Em

EEE Prod
=] Adminig

p Loo =

= =»

,,-‘ Use
C Develop) [finition

les
~|

<] i I +v1:|. Resource Objects |

Ensure that OID User will be shown under Object.
a. Click on Save.

© Oracle Identity Manager Design Console
File Edit Tool Bar Help

8o

gf l/ Fesource Object rObject Feconciliation

E Oracle ldentity Manager Design C

[v]

[ user Management -Object Definition

= |:| Resource Management Mame |F|_E)<CUBLCTC

IT Resources Type Definiti
Rule Designer
EEE Resource Objects

= C| Process Management

(@ Order For User

) Order For Organization

Type |App|ication

Email Definition

EEE Process Definition
=-C1 Administration

N Trusted Source
,‘2 Lookup Definition

[

,,‘ User Defined Field Definiti

Administrators rPasswnrd Folicies Rule rUser Defined Fields er(ess |

] pevelopment Tools Event Handlers/Adapters r

Resource Audit Objectives r

Status Definition |

Depends On I

Object Authorizers

Frocess Determination Rules |

Object

Assign

1 |OID User

[4]

[ i ] [+] i|l._Resource objeas |

5.1.7.2.2 Access Policy Creation for OID

Open the Oracle Identity Manager Administrative console. (Give the following URL in the browser:

http://<hostname>:<oimport>/sysadmin)

Login to Administrative Console

a. Enter OIM administrator username/password and press Sign In.
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Click on Access Policies under Policies.

ORACLE’ Identity System Administration

4 Policies
[ Acoroval Policies

4 Provisioning Configur ...
@ Reconaliation

(i Feem Designer
B 17 Resource
R Genenz Connecior
M Applicaicn Instances
(& Manage Connector
4 System Entities
dauser
& Organaation
[+ L
() Catalog
4 System Configuration

&5 Home Organization Policy

‘ i '

Click on Create Access Policy.

Accossibility

Sandboaes

Help

Sign Out

Manage Access Policies
Enter your search criteria to search for access polides.

-

Search Access Policies | I Create Access Polio_.rl Clear |
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Enter the below details and Click on Continue

e Access Policy Name : OIDAccessPolicy
e Access Policy Description : OIDAccessPolicy
e Policy Owner :ALL USERS

e Retrofit Access Policy - Yes

e  Priority 01

Create Access Policy

Step 1: Create Access Policy

* Indicates Required Field

Access Policy Name
Access Policy Description

Policy Owner
Retrofit Access Policy
Priority

Ex't

* [OIDAccessPolicy

QIDACcessPoli
[Role [+] [aL users |/ Clear
= Current Lowest Priority=1

Perform the below mentioned Operations and Click on Continue.

e Select OID User
e Click on Add Button

Create Access Policy e
Shep 2 Srleed Resomrees.
Speafy the resources 1o be provisaned by this access polkcy.
s B [ [ ] 6o
Remdts 1-20f2 First | Previous | Mext | Last

Resouroe Ham

—

1 7 O User

First | Previous | rext | Last

or| <cuu| [EEns]

<< Ramave |
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Click on Continue.

Create Access Policy -@:, 4

Step 7 Selert Resoarces.

The subsequent pages wil guide you Srough providng the data tn assonsie with te fok i b this Access Folcy:
01D User

E’ <<Back |  SkpThsStep | | Contioue >>

Select the below Details and Click on Continue.

e Server : OID Server
e Container DN : cn=Users,dc=in,dc=oracle,dc=com
e Preferred Language : English
e Start Date : April 20, 2016 (Current Date)
e End Date : April 20, 2026 (End Date)
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* Indicates a required field
User ID
Server
Password
First Name
Middle Name
Last Name
Common Mame
Container DN
Department
Location
Telephone
Email ID
Preferred Language
Time Zone
Title
Start Date
End Date

manager

Provide the following process details for resource OID User:

Exit << Back Set Additional Data | I Continue >> I

L ]

* |0ID Server '

April 20, 2016
April 20, 2026

[}
i
o

Click on Continue.

Create Access Policy 1 @ 3
Step 2 Select Revoke Or Disable Flag
Seectif 4o berevoked or dsied F 8 N—

ﬂ << Back

Disable If no longer applies

Click on Continue.
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Create Acvess Palicy 1 é‘) 1

Sbep 3: Select Resources

Specty the resources to be densed by this access pobcy.

Fiter iy = | &0
Results 1:20f2 Frst | Previous |Mext |Last
Resource Name
FlENCLEE GTC
01D User

Frst | Previous | Nt | Last

Pt | << Back

Click on Create Access Policy.

Access Policy Name
Access Policy Description
Policy Owner Type
Policy Owner
Retrofit Access Policy
Priority

Resources to be provisioned by this access policy

Resource Name Revoke if no longer applies
OID User v

Resources to be denied by this access policy

Add »»

< Remave |

OIDAccessPolicy

OIDAccessPolicy
Role
SYSTEM ADMINISTRATORS
Tes
i
Disable if no longer applies Process Forms
x OID User Edit

@ You have not selected any resources to be denied by this access policy.

Change

Change

Roles for this access policy

Roles Name

Exit << Back || Create Access Policy I

Login to Identity Self Services
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Accessibility Help  About Oracle ===

ORACLE Identity Self Service

sign In

Sign in with your account

UseriD

xelsysadm

Password

Sign In

ForgotUser Login? Forgot Password?
New User Registration

Track My Registration

Copyright ® 2001, 2015, Oracle and/or s affilates. Al rights reserved

Click on Roles under Manage

Sandboxes ~ Customize xelsysadm w ===

ORACLE' Identity Self Service Fp—

Home

&

Users Roles Organizations Administration Roles
Manage users Manage roles Manage organizations Manage admin roles

(faces/home? _adf.ctrl-state=xufl Tyvru_18:_afrl oop=857204625390963#

Select ALL USERS to Edit
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ORACLE’ Identity Self Service

Home = Roles x

ius:Roles

Actions w View v < Create

Name

Q, | Advanced

Open Delete () Refresh

Role Description

I s ALL USERS

Default role for all users I

s Administrators

s BIReportAdministrator

s OPERATORS

s SELF OPERATORS

s SYSTEM ADMINISTRATORS

Administrators role for SOA

Customize xelsysadm w ===

- ,

&

Sandboxes

Administrators role for Bl Publisher Reports

Operator role
Operator role for self registration

System Administrator role for OIM

Copyright ® 2001, 2015, Oracle and/or its affiiates. All rights reserved

Click on Access Policy

Home Roles x  ALL USERS x &

ALL USERS

Attributes H\ercircm«'l Access Policy I Members  Organizations

ALL USERS

Name

Role Namespace Default

Display Name ALL USERS

Role E-mail

Default role for all users

Role Description

* Owned By Systern Administrator =Y

Click on " A99 to Add Access Policy

Sandboxes

ORACLE’ Identity Self Service =

ALL USERS x @

Customize xelsysadm w ===

Home Roles x

ALL USERS Revert

Attributes  Hierarchy | Access Policy | Members  Organizations

Add access policies to define access rights of this rols.

Actions w View w 3 Remove ) Undo () Refresh

mq

Policy
Description

Policy Name Pending Action

No data to display

Copyright & 2001, 2015, Oracle and/or its affiliates. All rights reserved

Search for the Access Policy & Select the Access Policy Created
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Add Access Policies

Search Policy Name IZI

ESearch for Policies and Add them to the Selected ltems table below

Results
view w  Ey

Policy Name Policy Description
OlDAccessPolicy  OlDAccessPolicy

“ Add Selected Remove Selected /A Remove All

Selected Policies
View v

Policy Name Policy Description
OlDAccessPolicy OlDAccessPolicy

Click on Apply to Save

Sandboxes =~ Customize xelsysadm w ===

- :

Home Roles x | ALLUSERS x :

ORACLE Identity Self Service

ALL USERS

Attributes  Hierarchy = Access Policy | Members  Organizations

Add access policies to define access rights of this role.

Actions w View v < Add 3 Remove " Undo Refresh  Ef  w' Detach
Policy Name Rolicy Pending Action
Description
I OlDAccessPolicy OlDAccessPolicy  Add I

Copyright ® 2001, 2015, Oracle and/or its affiiates. All rights reserved

Click on Scheduler under System Configuration.

ORACLE" Identity System Administration Accessitly. | Sandboass | Help | BinOut | mispsagm =
& Orgamizstion 3

& Rote

Ll Catalog

4 System Configuration

B Home Organization Pallcy

B Self Sernice Capabiliios

@ Lookips

(9 Rote Categories

I voaizaton

P Configuration Properses
dyImpon
dhyEmpent

4 Upgrade
[& Upgrade User Form

& Upgrage Rots Form

& Urgrade Drganization Form
) m 0

Click on Search shown below:
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ORACLE Identity System Administration

| E— |

PR i Sntem Confguraton

Search Scheduled Jobs
Advanced Seaich

Aciors = vew = | (B X [
o search corducted.

Welkome

Welcome to Identity System Administration

Fvent Hanagement
=| &) sewrch Reconchation Events

_a B search Aporval Pobces
L

System Management
% Bl search Scheduied Jobs

B Seach Habfcation Terglates

Bl search System Propertes

Hn O

Select Evaluate User Policies.

ORACLE’ Identity System Administration

| oo, — |

m Motficaton System Configuration
Search Scheduled lohs

*|
Advarced Search

Acsons « Ve~ | /(8 3 M
Seb Hame Satus
Appkcaton Traitane  Stoppmd
Atrestation Grace  Stopped
Automated Retry . Stopped
Acitomalcaly Unks  Stopped
vl .., Stopped
stpped
. Bhopped

Calaleyg Sy
Certfication Event... Stopped
DataColecton Sch... Stopped
Diclayed Delete Lser Stoppaed
Disable/Delete Use . Stopped
Eniable User After _ Stopped
Entitiement Assign  Stopped
Entitiement List

LEX Drandt ooped
FLEX UsrLarg Sch . Stopped
FLEXCLBE_GTC Stopped
Foem lnaeads Wh Staored

Welcame

Welcone to Identity System Administration

Furnt Management
18] 5 et Reconciason Everts

Palicies

[. a Bl scarch apgeovol Pobcies

System Management

% 8] seaech sehechded ok

5] Search Monfcation Temolates

[B] seacch System Prapernes

Hb €

Change the Schedule Type under Job Information, also change Run Every under Job Periodic Setting.

c. Click on Apply.

Job will be scheduled in a periodic manner and it will evaluate the New User Created in Oracle
Identity Management Server against the access policies created. If the new user satisfied by the
access policy then it will Provision the user to User Account. In this case it's Oracle Internet

Directory.
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ORACLE’ Identity System Administration

| oo, — |

Advaed Search

2eb Name:
T
Artestation Grace
Butomated Retry
Raitermataly Urds
Bub Lood Archival
Dulkc Load Fost Pro.
Catakerg S
Certdcaton Event
Dataclection Sch.

L

Search Scheduled Johs

‘System Configuration

+

s ver- | /(3 R

|embs

| cicome JERENTS

lob Detals : Evaluate User Polices

30) Cakutta - i Time (IT)

R every 0

Curreni Stabs  Stopped
LestRun Start Aprd 21, 2016 112655 AMIST
LastRem End dprd 21, 2016

Mot Schbiest B Agrd 21, 2015

Paramelers
* Pasch Sze 500

* Mumber of Threads:

Schckin Typm

[EE= o)

& Penodc

cren
7 Srage
1 Napre defined schedule
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6. Solution /Usage Guidelines
6.1 Working with OIM

6.1.1 Creating a user in FLEXCUBE through OIM

To create a user in FLEXCUBE through OIM, first a user must be created in OIM itself. After creating a
user in OIM, a user can be created in FLEXCUBE by assigning a resource named FLEXCUBE_GTC.

Open the Oracle Identity Manager Administrative console. (Give the following URL in the browser:
http://<hostName>:<oimport>/identity)
Login to Administrative Console

a. Enter OIM administrator username/password and press Login.

Accessibility Help  About Oracle

ORACLE’ Identity Self Service

sign In

Sign in with your account

UseriD

xelsysadm

Password

Sign In

Forgot User Login? Forgot Password?
Mew User Registration

Track My Registration

Copyright ® 2001, 2015, Oracle and/or its affiiates. Al rights reserved

Click on Users under Manage.
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ORACLE Identity Self Service

Home

Users
Manage users

faces/home?_adf.no-new-window-redirect=true&_adf.ctrl-state=b[3xqyjoe_58& afrl 0op=8582571213358368& afriWindowMode=28& afrWindowld=12dzelvpSh#

Click on Create.

Roles
Manage roles

Organizations

Manage organizations

Sandboxes

Customize xelsysadm w ===

Administration Roles
Manage admin roles

ORACLE’ Identity Self Service

Home | Users x
14 Users

Search Display Name |z|

Actions w View w
User Login Display Name
OIMINTERMAL Internal User
WEBLOGIC ‘Weblogic User
KELSYSADM System Adminis_

Edit

Q,  Advanced

Enable Disable
First Name Last Name
CIMINTERNAL CIMINTERNAL
WEBLOGIC WEBLOGIC
System Administrator

Delete

Organization

Hellerate Users
Xellerate Users

Xellerate Users

Lock Account

Telephone
Number

Unlock Account

Sandboxes

E-mail

donotreply@ora.

Customize xelsysadm w ===

Y -
M Self Service

Reset Password

Identity Status

Active
Active
Active

» »

Account S

Unlocked
Unlocked
Unlocked

<

| 3

Copyright @ 2001, 2015, Oracle and/or its affiiates. All rights reserved
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The Create User screen will get displayed.

a. Below are the mandatory fields, which needs to be entered to Create the User in Oracle Identity

Manager
i. First Name
i. Last Name
iii. Organization
iv. User Type
v. E-mall

vi. Display Name

vii. User Login

viii. Password
ix. Confirm Password
X. Start Date

Note: Password & Confirm Password are not entered then System will generate some random
password & it will mailed to the email addess entered.

b. Click on Submit.

Sandboxes  Customize xelsysadm w

ORACLE’ Identity Self Service .

M Self Service

Home Users x | Create User x B

Create User SaveAs.. ¥  Cancel

) Request Information

4 Basic Information

First Name Mandhakumar Manager o}
Middle Name * Organization Requests o,
™ Last Name ‘Vemban ™ User Type Employee B

E-mail nandhakumarvemban@oracle.com Display Name Mandhakumar Vemban

4 Account Settings
User Login  nvemban-in
Password sesssssss [i ]

“ Confirm Password sssssssses
4 Account Effective Dates
Start Date  4/25/2016 g

End Date g

4 Provisioning Dates

On successful creation of user "User successfully got created” message will get appeared.
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Sandboxes  Customize xelsysadm w ===

IR AC & Identity Self Service

ﬁ Self senvce
L User created successfully

Home | Users x ]

Q, | Advanced

Actions » View w < Create

» »
User Login Display Name  First Name Last Name Organization L?JI;“:Z?“E E-mail Identity Status  Account 51
OIMINTERNAL Internal User OIMINTERMAL OIMINTERNAL Xellerate Users Active Unlocked
WEBLOGIC Weblogic User WEBLOGIC WEBLOQGIC Xellerate Users Active Unlocked
XELSYSADM System Adminis_.. System Administrator Xellerate Users donotreply@ora . Active Unlocked
< m | +
Copyright @ 2001, 2015, Oracle and/or its affilates. Al rights reserved
Click on Refresh to fetch the updated user list.
Sandboxes  Customize xelsysadm w ===
ORACLE Identity Self Service o
] Self Service

Home | Users x &

5 Users

Search Display Name EI Q, Advanced

Actions w  View w == Create Edit Enable Disable Delete count Unlock A Reset Password »

User Login Display Name  First Name Last Name Organization L':II:_I‘:)Z?"E E-mail Ident Refresh fount i
OIMINTERNAL Internal User OIMINTERNAL OIMINTERMAL Xellerate Users Active Unlocked
WEBLOGIC ‘Weblogic User WEBLOGIC WEBLOGIC Xellerate Users Active Unlocked
XELSYSADM System Adminis... System Administrator Xellerate Users donotreply@ora... Active Unlocked
4 1 | r

Coovrioht & 2001. 2015. Oracle and/or it affiliates. All riohts reserved
Click on the User created in the step above and Click on Accounts TAB

Sandboxes Customize xelsysadm w (===

ORACLE’ dentity Self Service & senservee m

Home | Users x

i Users
Search Display Name B Q, | Advanced
Acions w View v == Create " Edit Enable @ Disable 3{ Delete 5 Lock Account Unlock Account &) Reset Password » »

User Login Display Name  First Name Last Name Organization ;&:I;;;I:ne E-mail Identity Status  Account 51

I MNVEMBAN-IN Nandhakumar V... Mandhakumar Vemban Reguests nandhakumarv... Active Unlocked I
OIMINTERNAL Internal User OIMINTERNAL OIMINTERNAL Xellerate Users Active Unlocked
WEBLOGIC Weblogic User WEBLOGIC WEBLOGIC Hellerate Users Active Unlocked
HXELSYSADM System Adminis... System Administrator Xellerate Users donotreply@ora... Active Unlocked
4 m | +

Copyright @ 2001, 2015, Oracle and/or its affiliates. All rights reserved

Wait for Time, which has been set to evaluate the user access policy in 5.1.6.2.2.15 and Click on
Refresh. Inthe Accounts TAB, User will be Provisioned with OID User Resource Type.
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ORACLE Identity Self Service

Home Users x User Details : Nandhakuma... x

£ Nandhakumar Vemban

/" Modify Enable

& Disable

Attributes  Roles  Entitlemenis Direct Reports

Actions w View w + Request Accounts

2 Delete a

Lock Account

Organizations

Modify Grant Duration

Sandboxes  Customize xelsysadm w ===

. .
M Self Service

UnLock Account E.D Reset Password

Admin Roles

Request Entitlement ('_) Refresh {é} Resource History 5

;‘F;fhcatm" Resource Account Name  Provisioned*0fW Status Account Type Request 1D Start Date End Da
nstance
I OID User OID User MNVEMBAN-IN 4/25/2016 Provisioned Primary 4i25/2016 I
ol r ¥
Copvyright @ 2001, 2015, Oracle andior its affiliates. All rights reserved
Click on Request Accounts.
Sandboxes =~ Customize xelsysadm w (===

ORACLE Identity Self Service

Home Users x UserDetails : Nandhakuma... x

4 Nandhakumar Vemban

- ,

&

/' Modify Enable © Disable 3 Delete i Lock Account UnLock Account £) Reset Password
Aftributes  Roles  Entiflements | Accounts = DirectReports  Organizations  Admin Roles
Actions »  View w Modify Grant Duration Request Entitiement () Refresh H {lf} Resource History 5
ﬁlzf:r‘::;m" Resource Account Name  Provisioned*0W Status Account Type Request ID Start Date End Da
OID User 0ID User NVEMBAN-IN 4i25/2016 Provisioned Primary 4252016

<

Copyright @ 2001, 2015, Oracle andior its affiiates. All rights reserved

Click on = #dd to Cart 54ainst FLEXCUBE_GTC.
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Sandboxes  Customize xelsysadm w

ORACL & Identity Self Service o corserice m

&

Home Users x UserDetails . Nandhakuma.. x = Account Access Request x

Back L Cancel Next
Add Access Che u

Search and select individual items from the Catalog tab. Sets of pre-bundled items commonly used in your organization can be selected from the Request Profiles tab.

Catalog | RequestProfiles

Search Keyword

Search

Categories SortBy Display Name B Add Selected to Cart

FLEXCUBE_GTC
V] Select All 2l
o FLEXCUBE_GTC (i} Add to Cart
Applicationinstance (2) OID User

oI User ©® + Addtocart

Copyright ® 2001, 2015, Oracle and/or its affiiates. All rights reserved

Click on Next Button

Customize nw

ORACLE |dentity Self Service ® sorf Sorvico m

[iE]

Home Users x UserDetails - Nandhakuma.. x | Account Access Request x

Back Cancel m
o Cart &
Add Access Checkout -

Search and select individual items from the Catalog tab. Sets of pre-bundled items commonly used in your organization can be selected from the Request Profiles tab.

Catalog = RequestProfiles

Search Keyword
Categories SortBy Display Name B =}= Add Selected to Cart
FLEXCUBE_GTC =
SelectAll R s o Ca
Applicationinstance (2}
g}g 'li‘: 4 AddtoCart

Copyright & 2001, 2015, Oracle and/or its affiliates. All rights reserved

Following screen will appear like below:

d. Click on Details form g to edit the user details
e. Select the Home Branch, User Language, Time Level
f.  Click on Update Button

Note: In case like have a different FLEXCUBE USERID populated then it can be modified ( only
during Request Account in FLEXCUBE), do not modify any other value, which is pre-populated in this
screen.
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Home U

Cart Details

4 Cart teams
Display Name
A B [excuee

- A Details

containenn

n

objeciclass

USERID

USERNAME

USERPA S SWORD

HOMERRANCH

User Detalls

ORAC L& Identity Self Service

Manshakuma . %

- ®

Add ACCREE Checkout

F Reguest Infoermation

GTC
FLEXCUBE GTC

Request Detalls FLEXCUBE_GTC

NYEMBAN-IN

Mandhakumar Vemban

P o

Copyright @ 2001, 2015, Orach and/or Bs atfilales. Al ighis reserved

Cancel

USERLANGUAGE

TIMELEVEL

STARTDATE

EMAIL

LDAPUSR

Sarvice Account

Sandboxes Customize

=
Next T uo
Submil | Save As. | ¥
x O
ENG L=
2 Q
4252016 T

cnahVEMBAR-IN cn=Users dosafss do

Click on Submit.

ORACL & |dentity Self Sarvice

Home Usars wx

Usar Details - Nandhakuma... s

Back L= L

Account Access Request w

Cancal Mext p " ,
A Accoss Checkout sl ' e “o
Cart Details m ittt F
F Request Information
< Cart Items
Display Namwe
Py FLEXCUBE_GTC x o
Q 1 FLEXCUBE_GTC
Request Detalls FLEXCUBE_GTC |updata|
4 Details
=
. containerin USERLANGUAGE  ENMG a,
i} TIMELEVEL 9 =
objectclass STARTDATE 4/25/2016
USERID  MVEMEBAN-M EMAIL L com
USERNAME MNandhakumar Vemban LDAPUSR en=NVEMBAN-IN. cn=Users dc=ofss do=
USERPASSWORD sssses [ ] Service Account [7]
HOMEBRANCH 000 Q

Copyright @ 2001, 2015, Gracie andior ts affiiates_ Al rights reserved

Click on Refresh in Accounts TAB.
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Sandboxes = Customize xelsysadm w

- _
“ Self Service

Home Users x User Details : Nandhakuma... x @

ORACLE Identity Self Service

£ Nandhakumar Vemban

/ Modify & Disable » Delete & Lock Account £) Reset Password

Attributes  Roles  Entitlements | Accounts = Direct Reports  Organizations  Admin Roles

Actions v View v = Request Accounts (') Refresh | 45 & @ Detach

ﬁ_'iffsélon Resource Account Name  Provisioned On  Status Account Tyge™ Request ID Start Date End Da
0ID User QID User NYVEMBAN-IN 4/25/2016 Provisioned Primary 412512018
4

m

It will show the Requested Account and its status.

If the status is provisioned then the User is created in the Target Application.

Sandboxes  Customize xelsysadm w

R

N [

ORACL E’ Identity Self Service

Home Users x | User Details : Nandhakuma...
4 Nandhakumar Vemban

/ Modify & Disable 2 Delete i3 Lock Account =) Reset Password

Aftributes  Roles  Entittements | Accounts Direct Reports  Organizations

Admin Roles
Actions w View w == Request Accounts () Refresh Er [ Detach
Feplication R A t Name  Provisi d On Status Account Type Request ID Start Date End Da
Instance
I FLEXCUBE_GTC FLEXCUBE_GTC 24 412512016 Provisioned Primary 412512016 I
OID User 0OID User NVEMBAMN-IN 4/25/2016 Provisioned Primary 4/25/2016
< m

Copyright ® 2001, 2015, Oracle and/or its affiliates. All rights reserved

6.1.2 Modifying a user in FCUBS through OIM

Navigate to the Accounts TAB>>Select FLEXCUBE_GTC >> Click on Modify Accounts.

a. After successful provisioning User Details like User Name, User Password, Time Level, User
Language and Home Branch can be modified.

b. Email, LDAP User, Start Date should not be modified.
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Sandboxes =~ Customize xelsysadm w ===

-

Home Users x User Details : Nandhakuma... x &

ORACLE Identity Self Service

4 Nandhakumar Vemban

# Modify Enable & Disable ¥ Delete £ Lock Account

%) Reset Password

Attributes  Roles  Enfitements = Accounts  Direct Reports  Organizations  Admin Roles

Actions v View w + Request Accounts dify Accounts /" Wodify Grant Duration x Remove Accounts Make Primary » »

Application

s Resource Account Name  Provisioned On  Status Account Type Request ID Start Date End Da
I FLEXCUBE_GTC FLEXCUBE_GTC 524 412512016 Provisioned Primary 412512016 I
OID User 0ID User NVEMBAN-IN 412512016 Provisioned Primary 412512016

4 [

The following screen is displayed.

a. Modify the data (Any/All of User Name, User Password, Time Level, Home Branch and User
Language).

b. Click on Update Button.

c. Click on Submit.

Sandboxes Customize xelsysadm w ===

- _
. seif senice m

Home Users x UserDetails: Mandhakuma.. x = Modify Account x B

ORACLE |dentity Self Service

Modify Account

Save As.. ¥

4 Target Users b Request Information
Name

Nandhakumar Vemban [i]

4 Cart tems
Display Name

® 24@FLEXCUBE_GTC X O
FLEXCUBE_GTC

Request Details 24@FLEXCUBE_GTC

’ 4 Edit Account details

containerlD HOMEBRANCH 000 Q
D USERLANGUAGE ENG Q
objectclass TIMELEVEL 7 Q
USERID NVEMBANIN STARTDATE  4/25/2016 E"g
USERNAME  Manghakumar vemban EMAIL

nandhakumarvemban@oracie.com

USERPASSWORD esssse [i] LDAPUSR  cn=NVEMBAN-IM,cn=Users dc=ofss,dc=

Navigate to the Accounts >> Select FLEXCUBE_GTC >> Resource History
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6.1.3

ORACLE Identity Self Service

Home Users x User Details : Nandhakuma.. x

+2 Nandhakumar Vemban
Fa

odify & Disable 3 Delete & Lock Account

Atributes  Roles Entilements Accounts DirectReports Organizations  Admin RKoles

Actions w  View w == Reguest Accounts o~ Modify Accounts 7 Medify Grant Duration

A Name T d On  Status
Instance
FLEXCUBE _GTC FLEXCUBE GTC 24 472512016 Provizioned

D User OiD User NVEMBAN-IN 42512016 Provisioned
FLEXCUBE_GIC  Detall informabon

Hame FLEXCUBE_GTC
Display Name FLEXCUBE_GTC
Type Applicaioninstance
Category Applicationinstance
Description FLEXCUDE GTC
Audit Objective
Risk Level Low Risk
s Defined Tags

Approver User

The following screen is displayed.

Sandboxes Custamize

xelsysadm v ===

- | o

) Reset Password

3 Remove Accounts

@

» »

Account Type  Request| - Requestintiement e,

Primary
Primary

& Disable

(2 Refresh

#) Resource History

a. Based on the modification done it will show the individual field change status (In case of more than
one field like User Name, User Password changes it will show USERNAME Updated,

HOMEBRANCH Updated etc.).

User Detail »> Resource Profile = > Resource Provisioning Details

The following are the provisioning tasks for the resource. You can also enable, disable, or revoke this resource from the user.

FLEXCUBE_GTC provisioning details for Nandhakumar Vemban[NVEMBAN-IN]

Results 1-4 of 4 First | Previous | Next | Last
Task Name Task Status Date Assigned Assigned To
TIMELEVEL Updated Completed April 25, 2016 8. System Administrator [XELSYSADM]
Create User Completed April 25, 2016 £ System Administrator [XELSYSADM]
System Validation Completed April 25, 2016 & System Administrator [XELSYSADM]

First | Previous | Mext | Last

Exit Add Task

Disable/Remove Accounts in FCUBS through OIM

Retry

Retry

There is a slight difference between Disable and Remove Accounts option. If the account disabled then
the same account can be enabled using the Enable option. If the account is Removed then the account
cannot be enabled through OIM. But in FCUBS, both Disable and Remove option will close the existing

user record.

Remove Accounts will show the Last Known Status

6-10
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Accounts>>Select FLEXCUBE_GTC >>Click on Disable/Remove Accounts

ORACLE' dentity Self Service

Sandbones | Customize relsysadm w ===

- *rViH
L] Selsaoncs m

Home  Usiers % User Dotails : Handhakuma... x ]
&5 Nandhakumar Vemban
# Wodify at © Disable 3 Delertes & Lock Account ) Reset Password
Afiributes  Roles Entilements | Accounts DwectRepors  Organizations  Admin Roles
Adions w View w = Request # Modity # Modity Duration B W
i‘:";ﬂ':::m Resource Account Mome  Provisioned On  Statws Account Type q | =k RequestE End Da
FLEXCUBE_GTC FLEXCUBE_GTC 24 ARS2016 Primary
QIO User QD User NYEMBAN-AN ARZLIZ016 Primary

FLEXCUBE_GTC | Detall information

Mame FLEXCUBE_GTC

Display Name FLEXCUBE GTC
Type Applicationinstance
Category Agplicatoninstance

Descrnption FLEXCUBE_GTC

Audit Objective

Disable Confirmation Screen will get displayed

b. Click on Submit.

ORACLE' |dentity Self Service

Home Users x UserDetails . Nandhakuma.. x | Disable Accounts x
Disable Accounts

4 Target Users
Name

Nandhakumar Vemban (i ]

4 Ccart ltems
Display Name

® ] 24@FLEXCUBE 6TC
=0 FLEXCUBE_GTC

Copyright @ 2001, 2015, Oracle and/or its affiliates. All rights reserved

Go to Accounts Tab and Click on Refresh.

-

) Refresh

{5+ Resource History

Sandboxes

P Request Information

Customize xelsysadm w ===

M Self Service Manage

B

Soetes Lk

a. On successful processing, it will display the FLEXCUBE_GTC status as Disabled.
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Sandboxes ~ Customize xelsysadm w ===
ORACL E’ Identity Self Service

o ,
L Self service m

Home Users x User Details : Nandhakuma... x

=
4 Nandhakumar Vemban
/' Modify Enable @ Disable > Delete £ Lock Account UnLock =) Reset Password
Afributes  Roles  Entitiements | Accounts | DirectReports  Organizations  Admin Roles
Actions w View w < RequestAccounts ' Modify Accounts  # Modify Grant Duration 3¢ Remove Accounts Make Primary »  »
Application A t Name  Provisi On  Status Account Type  Request ID Start Date End Da
FLEXCUBE_GTC FLEXCUBE_GTC 24 41252016 Disabled Primary 412512016 I
O Ueer DD User TIVETE AT TICCIZ0TE Proneenca Prmany tii ey
<0 0 ] ,

FLEXCUBE_GTC | Detail Information

Name FLEXCUBE_GTC

Display Name FLEXCUBE_GTC

6.1.4 Enabling a Disabled user in FCUBS through OIM

Accounts>>Select FLEXCUBE_GTC >>Click on Enable

Sandboxes =~ Customize xelsysadm w ===
ORACL & Identity Self Service

v Self Service Man
Home Users x | User Details : Handhakuma... x ﬁ
&4 Nandhakumar Vemban
4 Modify Enable @ Disable ¢ Delete i Lock Account ) Reset Password
Aftributes  Roles  Entitlements | Accounts = Direct Reports Organizations Admin Roles
Actions w  View w =} Request Accounts /" Modify Accounts # Wodify Grant Duration 3¢ Remove Accounts Make Primary >3 »
;ﬁppllcatlon R A t Name  Provisi On Status Account Type Request | + Request Entitlement End Da
nstance
FLEXCUBE_GTC FLEXCUBE_GTC 24 4i25/20186 Disabled Primary
0ID User 0OID User NVEMBAN-IN 4/25/2016 Provisioned Primary
Q| UL Disable 3
FLEXCUBE_GTC | Detail Information 2 Refresn
4% Resource History
Name FLEXCUBE_GTC

Reset Password
Display Name FLEXCUBE_GTC

Type Applicationinstance

Enable Confirmation Screen will get displayed and Click on Submit

Sandboxes Customize xelsysadm w ===
ORACL.E Identity Self Service

Home Users x UserDetails : Nandhakuma . x @ Enable Accounts x

Enable Accounts

4 Target Users » Request Information
Name

MNandhakumar Vemban

4 Cart ltems

Display Name

1 24@FLEXCUBE_GTC
| FLEXCUBE_GTC

Copyright @ 2001, 2015, Oracle and/or its affiiates. All rights reserved

Go to Accounts TAB and Click on Refresh.
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a. On successful processing, it will display the FLEXCUBE_GTC status as Enabled.

Sandboxes ~ Customize xelsysadm w

ORACL E’ Identity Self Service & self service
i)

Home Users x User Details : Nandhakuma... x

£ Nandhakumar Vemban

/' Modify @ Disable 3 Delete & Lock Account £) Reset Password

Aftributes  Roles  Entitlements = Accounts = Direct Reporis  Organizations  Admin Roles

Actions w  View w =}= Request Accounts # Modify Accounts # Modify Grant Duration 2 Remove Accounts » >
(e R A Name Provisioned On  Status Account Type  Request ID Start Date End Da
nstance

I FLEXCUBE_GTC FLEXCUBE_GTC 24 41252016 Enabled Primary 4/25/2016 I
e T T
0ID User 0ID User NVEMBAN-IN 41252016 Provisioned Primary 4i25/2016

< m ] ,

FLEXCUBE_GTC = Detail Information

Name FLEXCUBE_GTC

6.1.5 Running Reconciliation in OIM

Copy the reconciliation staging file that is created by function id SMBOIMHF as EOD day activity to the
OIM server's staging directory.

Login to OIM Admin Console and Click on Scheduler under System Management.

ORACLE' |dentity System Administration Accessibily | Sandbaass | Help | Bign Out
& Organization
B Rote
Lo Catalog
4 System Configuration

Under System Management tab and search for FLEXCUBE_GTC Scheduled Job by clicking Search
Button.
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ORACLE' Identity System Administration

m Help O

Event Management Policies System Management
[ | cicoion | Sy onfigraton
Search Scheduled Jobs Welcome
m Welcome to Identity System Administration
Advanced Search
Event Management
- o % =
Acions > Ven > | 7 (8 X H [&] Search Recondilation Events
Mo search conducted.

Policies

[é [&] search Approval Polices

System Management

B [ Search Scheduled Jobs

[&] Search Notification Templates
[&] Search System Properties

a. If the job is scheduled periodically, based on the frequency and scheduled time, system will
automatically process the reconciliation. If it not scheduled, user can manually initiate the
reconciliation process by clicking the Run Now button.

b. After running the process, click Refresh button to view the status of the initiated job. The job history

section available in the screen will show whether the job is in progress or it is completed.

T

Search Scheduled Jobs.

3 Welcome to Identity System Administration
Asvarcedsesth

tvent Management
=| & searthReconchaton Evenss

Pokes
1“3 [ e 2porouai odces

[ incicone RO

| ]
tob Detalls : FUEXCUBE_GTE

Jub Infsemation

& Periodc
o
v 355500 0 [y (494300 Cakitl - Yk T 1) kel
s Mo pre-defined schecule
Joh Periodc Seltings
Job Status
e
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ORACLE Identity System Administration

| oo TR

Sobs Dt : ILEXCURE_GTE

[y

3ot Pt settings

P

Bt by

3000 & By LTC 40830 Calestan - ke Trow 7Y

IS s sen

dpty | Rontes | Go  frute | Desie | peben

To Check the Status of Reconciliation Process, Click on Event Management Tab and Click the Search
button and Click on the Latest Event ID. The screen will show the reconciliation data and the user ID

matched for the reconciliation.

ORACLE Identity System Administration

[ven: Managrawmt

Search Reconctaton Events ETERTIIN et cetaks 1
F— =

Y

dmd byt b Lrarg

In the Event details screen

Check the Status: If it is “Update Succeeded” then it means the reconciliation process was able to find a
matching user. It also shows the reconciliation data that has been affected.

If the Liked User is “Not Licked to any user” then it means the reconciliation process was not able to find

a matching user.
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ORACLE" Identity System Administration

Event Management

Search Recondiliation Events Welcome Event Detail

Policies System Management

D 1 Job Details Event Details: ID 21 [E]

Resvaluste Event | CloseEvent | AdHoclink | Refresh |
Advanced Search

Event
Actions + View ~ | G EventID 21 Date and Tme  August 26, 2014 3:02:46 PM IST
Event ID ¥ [Profile Name | ey Fields Current Status No User Match Found JobID 4448
21 FLEXCUBE_GTC VKUMAR. Entity Account Resource Name FLEXCUBE_GTC
1 FLEXCUBE_GTC ANDY12 Type Changelog Profile Name FLEXCUBE_GTC
Key Fields VKUMAR Modifier ID Internal User
Action Date Action Date not specified Retry Count 5
Linked To
I Linked User  Not hinked to any user I Linked By
Link X OO
Account Description
Notes

Notes

Reconciliation Data

tched Accounts

latched Users

View +
Atrbute Name  |Attribute Value | OIM Mapped Field
T Resource2 4 T Resource2 IEEEaE==r
USERLANGUAGE  ENG USERLANGUAGE
USERNAME Anand R USERNAME
MELEVEL 9 TIMELEVEL
HOMEBRANCH FMG HOMEBRANCH
STARTDATE April 8, 2014 12:0... STARTDATE
USERID VKUMAR USERD
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8. Appendix

8.1 Data Source Creation

1. Open the application server console in the browser by typing Console URL of Weblogic application
server

http://<hostname>:<port>/console/

2. Login to Administrative Console

3.  Enter Weblogic administrator username/password and press Login.

ORACLE
WebLogic Server® 11g

Administration Console

Welcome

Log in to work with the WebLogic Server domain

Username: weblogic

Password: ssssssse
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4. Expand Services and click on Data Sources as shown in below screen:

Change Center
View changes amd restarts

Chek the Lock & Edit button to madfy, add or
deletr items in this domain.

Lotk & Edt

Prlensn Corfigurtion

ORACLE Weblogic Server® Administration Consala

1) Home Log Cut Preferences (5 Ao

Beirre. s Seammary of S Dats Soarces

Summary ol JDBC Dala Scurces

Configuration  Morisorng

[

A DB data seawem in an ot b b B DT tree thiat provides datalus corme Bty Srough 3 pool of 80 ook 11 ol e the INDY fres el thies
barrow a database connection from a data sauree.
Domain Structure
This the JOBC d have b d in this doman.
ICMDomain -
#-Ervironment.
=t 2 b Custamize this table
& Data Sources (Viltered - More Columns Liist)
Click the {ack & Folittutton in the Change Center tn activate all the buttnns on this page.
Uslete Shewdng | to 10 of 19 Previeus | Next
Hame & Type | 0T Name Targets
| EDhDataceurce Ceneric bcEDeDatatource 300 _serverl
= | o Genenc HCLDRL oAl T Datatource s08_serverl
= Generic rloc/fbe s Appbcatons
= Create JDBC generic data sources : i AL
& Create J0BC Grickink dals souces Genenc |1c/fides 120 Appbcatons
* Create JOUC mult dats sources Ganenc | s ffodevis Admanserver, Applcations.
* Defele JOEC data sources | FOUBS120_%A Generic et TclevDS 120_KA Aendatere
® Dalete J0BC muy data sources | o PR [P = R
| K regininy0S Gereric K regelnyDS whs_ods 1, ws_oif1, or_server 1
System Status 1
| mds-oim Generic etoc s MDS_REPOS oim_gerver 1
Fealth of Running Servers
Hew Delrr Showing 110 10 0f 19 Frewcus | Next
| Faded (2
I rineal {0}
I Ereerinaded (1)
] Warriryg (0}

5. Click on Lock & Edit as shown below.

Change Center
View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

ORACLE Weblogic Server® Administration Console

&) Home Log Out Preferences Record Help
Home >Summary of JDBC Data Sources

Summary of JDBC Data Sources

| Lock & Edi |

Release Corfiguration

Domain Structure

IDMDomain
nvironment

I

[ i Monitoring

A IDBC data source is an object bound to the JINDI tree that provides database connectivity through a pool of JDBC connections. Applications can look up @ data source on the JNDI tree and then

borrow a database connection from a data source.

This page summarizes the JDBC data source objects that have been created in this domain

Health of Running Servers

[ Faled(@)
[ critical ()
[ Overloaded (0)
[ waming@

<loyments P Customize this table
E-Services
| EMessaging L Data Sources (Filtered - More Columns Exist)
| i-Data Sources
| i-Persistent Stores Click the Lock & Editbutton in the Change Center t actvate al the buttons on this page.
| i-Foreign JNDI Providers
| H-wiork Contexts New ~ | | Delete Showing 1to 100f 19 Previous | Next
| XML Registries
| {-xML Entity Caches Name & Type INDI Name Targets
i ie-icoM 3
| I Mai Sessions EDNDataSource Generic jdbe/EDNDataSource soa_serverl
[ S EDNLocaTxDataSource Generic jdbe /EDNLocalTxDataSource s03_serverl
How do L... El fjDevDs Generic jdbe/fciDevDs Applications
« Create JDBC generic data sources fojdevDS11 Generic jdbe/feidevDs11 Appiications
o Create JOBC GridLink data sources fjdevDS120 Generic jdbc/feidevDs120 Applications
* Create JDBC multi data sources FCUBS Generic jdbe/fejdevDs AdminServer, Applicai
® Delete JDBC data sources FCUBS120_XA Generic jdbe/feidevDs 120 XA Applications
® Delete DBC multi data sources FCUBSScheduler Generic jdbe/feiSchedulerDS Appiications
jdbejregistryDs Generic jdbejregistryDS wis_ods1, wls_oif1, osr_server1
System Status a
mds-oim Generic jdbc/mds/MDS_REPOS oim_server1

New Delete

Showing 1to 100f 19 Previous | Next

o5
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6. Expand New and click on Generic Data Source.

Change Center

View changes and restarts

Mo pending changes exist. Click the Release
Configuration button to allow others to edit the
domain

Lock & Edit

Release Configuration

Domain Structure

-Messaging

~Data Sources
~-Persistent Stores
~Fareign JNDI Providers
~-Work Contexts

~-¥ML Entity Caches
—jcom

| rMail Sessions
—_File T3

IDMDomain -

I

XML Registries |

» Create JDBC generic data sources
* Create JDBC Gridlink data sources
® Create JDBC multi data sources

® Delete JDBC data sources

'« Delete JDBC multi data sources

Howdo L.. =]

ORACLE Weblogic Server® Administration Console

@) Home Log Out Preferences Record Help

Home =Summary of JDBC Data Sources
Summary of JDBC Data Sources

Configuration | Monitoring

A JDBC data source is an object bound to the JNDI tree that provides database connectivity through a pool of JDBC connections. Applications can look up @ data source on the JNDI tree and then
borrow a database connection from a data source.

This page summarizes the JDBC data source objects that have been created in this domain.

| Customize this table

Data Sources (Filtered - More Columns Exist)

Delete

Welcome, weblogic | Connected to; IDMDomain

Showing 1to 10 of 19 Previous | Next

(Generic Data Source Tvpe P Targets

GridLink Data Source Generic jdbe/EDNDataSource soa_serverl

MuitiData Source  J Generic jdbc/EDNLocaTxDataSource soa_serverl

[ | fiDevDs Generic jdbeffciDevDs Applications

[ | fjdevps 11 Generic jobe/fjdevDs11 Applications

[ | fejdevDs 120 Generic jobe/fejdevDs120 Applications

[0 | Feuss Generic jdbe/fjdevDs Adminserver, Applications
[ |FouBs120_xa Generic jobe/fcjdevDS120_XA Applications

[T | FcuBsscheduler Generic jdbeffciSchedulerDs Applications

[ | jdbefregistryDs Generic jobe/registryDS wls_ods1, wls_oif1, osr_server1
[E] | mds—cim Generic jobe/mds MDS_REPOS oim_serverl

Health of Runring Servers

[ Faed@
[ citcal@
[ Overloaded (0)
[ waming@
[

System Status =]

New v Delete

Showing 1to 10 of 19 Previous | Next

The following screen will get displayed.

Enter the Data Source Name and JNDI Name as mentioned in the <FCUBS Release

Name>\ADAPTERS\OIM\FCUBSLOVAdService\config\lookup_prop.xml

FCUBS_CON_POOLNAME.

For example value of the key FCUBS _CON_POOLNAME is OIM then:

Name
JNDI Name

Database Type

OIM
jdbc/OIM

Oracle
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Change Center
Wiew changes and pestarts

Pio pervdng changes €xit. Cick the Ricicase
Agur amon buition b allows thers o edt the

SRACLE wWeblogle Server® ad

» Croate X8 goneric dats sources

= Create LLR-enabled JO0C cata sources

Swstem Statas =
Heaim of ureing Servers
| Faded (0)
| Critical ()
Crverioaded (1)
| Warning ()

I

stration Gonmoie
) Mome Log Out Preferences. [5] fiecord el | @
e Smmary uf IO rata Seerus

Create a Nevw IDBC Dats Source

Back: | | hma | || Pk | || Cancel

FIBE Data Source Properties
The febmireg pregerbes wil be used 1o ey yeur nem 0BT data souree

What would you ke to name your new JOOC data source?
] " Hames oM
What THO1 name would you o 1o assgn 1o your new ORC Dats Source?

4] ot wame:
1aBe/ 01

What databse Lre wroudd yen b o selet?

Database Type: Oracke [=]

Webcame, weblogic | £onnected fo: I Baman

The following screen will get displayed. Select Database Driver as Oracle’s Driver (Thin) for Instance

connections: Versions 9.0.1 and later. Click on Next.

ORACLE WeblLogic Server® Administration Console

Change Center @} Home Log Out Preferences 5] Record Help Q

Welcome, weblogic | Connected to: IDMDomain

View changes and restarts

No pending changes exist. Click the Release
Configuration button to allow others to edit the
domain,

Lock & Edit

Releass Corfiguration

Home =Summary of IDBC Data Sources
Create a New JDBC Data Source
Back | | Net ‘ Fiish | Cancel

JDBC Data Source Properties

The following properties wil be used to identify your new JDBC data source,

Domain Structure

[-Environment
—-Deployments

[Services

[H-Messaging

~-Data Sources
~Persistent Stores
—-Foreign JNDI Providers
—-Work Contexts

—-XML Entity Caches
—jCOM

~Mail Sessions
--File T2

IDMDomain =

m

—-XML Registries -

Database Type: Orade

What database driver would you like to use to create database connections? Note: *indicates that the driver is explicitly supported by Oracle WebLogic Server,
Database Driver: *QOracle's Driver (Thin) for Instance connections; Versions:9.0.1 and later [=]

Finish Cancel

* Create JDBC generic data sources
*® Create LLR-enabled JDBC data sources

How do L.. =]

Health of Running Servers

[ Fale@
[ cital@®
[ Overloaded (1)
| waming(@
I o)

System Status =]

We get the following screen in which un-check Supports Global Transactions and click on Next.
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P Y W r—————— . S o |

[y —— & Home Log Out Preferences [ Recoed Hep | Q, wdmne.ueblwcll.‘nmened o IDMBomain
View changes and restarts Home > Summary of JDBC Data Sources.
Mo perding changes exist. Clok the Release Creale a New JDBC Dala Source
Configuration hutten to allew athers to edt the
doman. Back | | Hewt | || Frish | || Conent
Lack & E@
Transaction Oplions.
Findins Cendigurslion
Sogiou ¥ou have selectrd non XA DBC drver to create datahase epnnection in year new data ssurce.

Domain Structure Does this data source support dobal transactions? IF ves. please choose the transaction protocdl for this date source.
ICMDomenn -
= R
| Deployments
i-Eeraces Select this option if you want to enabk 00C from the in global using the L {LLR) transacton

) Messagng in place of Emulate Two-Phase Commit.

Logging Last Resource
1+ work Contexts Select this opbon if you want to enabl 08¢ connections from the & o emulate parbopaton in global ransactons using JTA. Select this aption only if your appkcatbion can tolerate.
LA Rl - heurist conditens.
3, bty Caches
{THooM Emulate Two-Phase Commit
nasd Sessions
St TR Select this opbon if you want to enab JoBC connections from the o in global usng phass commit iransactbon processing. With this cption, no other
bl b e

Howe do L, Ao

» Creale J0BC genesic dals sources 5. One-Phare Commit

* Crmate LR enabled TOBC data sourcen e i | || Conen

System Status
Health of Runring Servers

I raded (0]

I Criveal (0]

[ Overkoaded (8)
| Waering {0)

I ()

The following screen will get displayed. Enter the Database Name, Host Name, Port, Database User
Name, Password and Confirm Password. Click on Next.

ORACLE Weblogic Servar® administration Console

Change Center Home: Lo Oul Preferences [ Record Help @ Welcarmne, weblogic | Cornected to: IDMBamain
View chinges snd restarts Hire = Surmmary wl JDBE Data Swuroes
ding ch Chek. 4 Create a Hew IDBC Data Source.

Corifiguration buttor: o sl cthers to el the
dommaen,

Lock 8 Edt
Connection Propertics
Flnlaase Corfgarstion

o fiefine Canrection Progeres.

Domain Structure What & the rame of the databinge you would e b cornect a7

IDMOoman -
- Emdronment Datubuse Mo
|-Deplayments

e e \What s the name o 1P address of the database server?
S Mevary

Dats Sources oat Masie
Fersistent Stores

*-Feoregn 10T Providers

rWerk Conbexte What s the port on the database server used to connect to the database?
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The following screen will get displayed. Click on ‘Test Configuration’.

It will display “Connection test succeeded” as shown below. If it is not getting displayed then verify the
correctness of all data source properties entered. Click on Finish button.
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